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Digitalised Traceability Rising Rapidly



Digital Evidence Gives False Sense of Certainty
Geolocation / movements

Multimedia / social network

Work / professional

Smarthome / IoT

Dynamic biometrics

Digital fingerprint

Voice

Face

DNA



Uncertainty in Forensic Computing
You are observing results of an event, not the event itself

Forensic Computing:

✘ DOES NOT determine the cause of events

✓ DOES give indications of how digital evidence 
measures when different causes are considered

⁇ DISCUSS: Analysis of Competing Hypotheses ¿¿



No Findings?
Analysis of
Observed 
Evidence 
in Light of 
Competing 
Hypotheses Observed 

Evidence

H1: No Evidence

H2: A
ccidental

H3: Anti-forensics



This is not a general model, but a specific retrodictive 
model that can only be probabilistic in nature. In the 
majority of cases, the quality of the vestige is such that it 
is incomplete, imperfect and degraded by time passing, 
and these losses increase uncertainty or may support only 
approximations about the past event.

Traceology, the bedrock of forensic science and its associated semantics by Pierre Margot 
in The Routledge International Handbook of Forensic Intelligence and Criminology

Pierre Margot

Since it is not possible to go back in time, 
we can only construct a model that is 
descriptive of a given crime scenario, 
supported by what is observed.

https://www.taylorfrancis.com/search?contributorName=Pierre%20Margot&contributorRole=author&redirectFromPDP=true&context=ubx
https://www.taylorfrancis.com/books/mono/10.4324/9781315541945/routledge-international-handbook-forensic-intelligence-criminology?refId=27a082af-5b59-48b4-b123-df714d7a0497&context=ubx


Intro to Case Assessment & Interpretation
Stage Activities

1. Observation Make initial observations

2. Hypothesis generation Generate a set of plausible hypotheses
(initial observations, case circumstances)

3. Inference to the best explanation Rank the hypotheses 
(initial observations, current knowledge, past experience)

4. Prediction of likely observations Predict likelihoods for the range of possible future 
observations (postulating that each of the hypotheses were true)

5. “Second Phase” observation Search for predicted likely observations 

6. Strength of evidence assignation Assign likelihood values to the observed digital evidence
(in light of each hypothesis / proposition)

7. Communication Express evaluative opinions



Are you Asking the 
Correct Question?
Considering Plausible Alternative Explanations



Homicide - Geofencing and CCTV
Molina’s phone & car were near the scene at the time of the crime

1) Murder - shooting
2) Video - white Honda vehicle registered to Molina
3) Google - Android logged into Molina’s account was in the area

Consider alternative explanations…
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Significant Locations
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❖  A place where the device visited at least 2 times 
➢  and remained at the place for some time

❖  FLH entry created 24 - 72 hours after the 2nd visit

❖  FLH entry details:
➢Latitude
➢Longitude
➢Confidence
➢Uncertainty
➢Entry Timestamp*
➢Exit Timestamp*
➢Update Timestamp

* Entry and Exit Timestamps are not the precise time that a place was visited, but are 
a value approximately three minutes to one hour after the actual time of entry and exit.

 

Frequent Locations History (FLH)
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“Frequent Location 58 places the defendant’s iPhone 
at the scene of the murder at the time of the murder.”

The center point of Frequent Location 58 was at about 326 Harvard Street, two doors 
down from the scene of the murder, with a radius, or “uncertainty,” of 43 meters (143 
feet), which encapsulates the crime scene at 332 Harvard Street

 

Digital Forensic Report



Are you Correctly Observing 
Digital Evidence?

Mitigating Errors, Weaknesses & Uncertainty



ASTM - Error Mitigation Analysis

❖ Tools
❖ Personnel
❖ Procedures
❖ Documentation
❖ Oversight
❖ Reasoning
❖ Defined principles

& processes



SOLVE-IT

https://github.com/SOLVE-IT-DF

Systematic Objective-based Listing of Various Established (Digital) 
Investigation Techniques



MITRE ATT&CK MODEL



MITRE ATT&CK MODEL



Can we construct something similar for 
digital forensics and is it useful?

MITRE ATT&CK MODEL



Hundreds of  techniques with associated weaknesses and mitigations

Growing community of contributors… 
You can too!

Systematic Objective-based Listing of Various 
Established (digital) Investigation Techniques



SOLVE-IT Supporting Forensic Tools 
Msg: Browser history log doesn't contain expected browser history entries

Weakness W1085 “Missing messages from the live set of messages"
Mitigations ["M1054", "M1027", "M1055", "M1056"],
References ["New msgstore – Who ‘Dis? A Look At An Updated WhatsApp On Android, 
https://thebinaryhick.blog/2022/06/09/new-msgstore-who-dis-a-look-at-an-updated-whatsapp-on-android/"]

Weakness W1110 "Failure to recover browser history from live data",
Mitigations…

Growing community of contributors… You can too!

https://thebinaryhick.blog/2022/06/09/new-msgstore-who-dis-a-look-at-an-updated-whatsapp-on-android/


AI applications via Model Context Protocol (MCP)
Helping you learn, use, and develop SOLVE-IT

SOLVE-IT

LLM

MCP



AI applications via Model Context Protocol (MCP)
Helping you learn, use, and develop SOLVE-IT



AI applications via Model Context Protocol (MCP)
Helping you learn, use, and develop SOLVE-IT

    "id": "W1130",
    "name": "Missing assignment of a file type: 
reporting a file as unknown when it has a 
known type within the digital forensic science 
body of knowledge ",
    "INCOMP": "",
    "INAC-EX": "",
    "INAC-AS": "X",
    "INAC-ALT": "",
    "INAC-COR": "",
    "MISINT": "",
    "mitigations": ["M1109", "M1110", "M1111", 
"M1112"],
    "references": ["Hargreaves, C., Nelson, A. 
and Casey, E., 2024. An abstract model for 
digital forensic analysis tools-A foundation 
for systematic error mitigation analysis. 
Forensic Science International: Digital 
Investigation, 48, p.301679."]
}



AI applications via Model Context Protocol (MCP)
Helping you learn, use, and develop SOLVE-IT



SOLVE-IT Design Concepts

Objectives Techniques Weaknesses Mitigations

The goal that one 
might wish to achieve 

in a digital forensic 
investigation, e.g. 

acquire data or gain 
access.

How one might 
achieve an objective in 

digital forensics by 
performing an action, 

e.g. for the objective of 
‘acquire data’, the 

technique ‘disk 
imaging’ could be 

used.

These represent 
potential problems 
resulting from using 
a technique. They 

are classified 
according to the 

error categories in 
ASTM E3016-18.

Something that can 
be done to prevent 
a weakness from 
occurring, or to 

minimise its 
impact.
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❖ Incompleteness (INCOMP)
❖ Misinterpretation (MISINT)
❖ Inaccuracy (INAC)

➢ exist (INAC-EX)
➢ alteration (INAC-ALT)
➢ association (INAC-AS)
➢ corruption (INAC-COR)

An abstract model for digital forensic analysis tools - A foundation for systematic error mitigation analysis
Hargreaves, Nelson, Casey (2024)
DFRWS EU 2024
https://doi.org/10.1016/j.fsidi.2023.301679

Uncertainty in Digital Traces

https://doi.org/10.1016/j.fsidi.2023.301679


Are you Answering the 
Question Correctly?

Evaluating Plausible Alternative Explanations



Warning: False Logic

1) I am an expert in forensic analysis of mobile devices
2) I extracted geolocation data from the mobile device
3) The geolocation data was generated on the mobile device
4) Therefore, the device was at the given location

INCORRECT: presents interpretation as fact

Are there any alternative hypotheses? 



Audience Poll: Where was device on 7/11/20 ?

1) In Piazza Navona
2) At another location
3) More A/1 than B/2



?

Body of Noel Alkaramla
found inside a suitcase

Oquendo’s attorney: “We're just 
asking for the courtroom to 
determine if this is good science”

COURT: “[prosecution] failed to meet their burden of demonstrating 
that the science underlying Google location services has gained 
general acceptance in the in the relevant scientific community.”

Google Location Services
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❖Timestamps
1. I am an expert in forensic analysis of computers
2. I extracted file system data with creation dates
3. The creation date was generated on a the computer
4. Therefore, the file was created at that time

• Observation: the file creation timestamp is 2 Dec 2024
• Interpretation: the file was created on 2 Dec 2024

❖What are some alternative hypotheses? 

Warning: Misinterpreting Timestamps
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Exif Temporal Incongruities 

• Device timestamp: December 6
• GPS timestamp: December 7



Reminder: Case Assessment & Interpretation
Stage Activities

1. Observation Make initial observations

2. Hypothesis generation Generate a set of plausible hypotheses
(initial observations, case circumstances)

3. Inference to the best explanation Rank the hypotheses 
(initial observations, current knowledge, past experience)

4. Prediction of likely observations Predict likelihoods for the range of possible future 
observations (postulating that each of the hypotheses were true)

5. “Second Phase” observation Search for predicted likely observations 

6. Strength of evidence assignation Assign likelihood values to the observed digital evidence
(in light of each hypothesis / proposition)

7. Communication Express evaluative opinions



UK FSR 118 - Evaluative Opinions
Principles: Balance, logic, robustness, transparency
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✘ Do not make conclusory statements
✗ the SUBJECT did ABC
✗ the person in the photo is the VICTIM
✗ the video contains child pornography

✘ Do not make vague statements about uncertainty
✗ seems to be ABC
✗ appears to be ABC
✗ could be ABC

Avoid Reporting Pitfalls



36

“I have performed data extraction using the tools set 
out in table 2 and obtained the observations in table 
2. There were no communications between Mr X and Mr Z.”

❖ This statement could be read as a series of facts

❖ However, this is an obscured inference:
1. The assertion being made is that there were no 

communications between Mr X and Mr Z
2. The person making the assertion knows only that their 

extraction and analysis procedures did not find any 
communications between Mr X and Mr Z, 

3. Therefore, the assertion that there were none does not come 
within the definition of fact.

(Adapted from FSR-C-118 Issue 1, February 2021)

Avoid Obscured Inferences
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Fact or interpretation?

❖ Considered together, the observed traces resulted from 
user account “JD” opening each of the photos and 
copying the files to external storage media.

❖ Considered together, the observed Web history and 
downloaded files resulted from user account “JD” 
searching for “make a bomb,” visiting each of the 
websites and downloading bomb making instructions.

Inferring activity from observed traces
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❖ Evaluate the observations, not imagined possibilities
➢ New observations may change evaluation

❖ Audience is a non-specialist (ex. judge, decision-maker)
➢ They do not have expertise to evaluate traces
➢ They need clearly expressed evaluation of traces
➢ They understand verbal better than numbers

❖ Numerical evaluation is more precise than verbal
➢ LR scale has verbal equivalent
➢ C-Scale has verbal equivalent

❖ Copy the language in the scale, do not tweak
➢ Do not transpose the conditional

Reminders



Inferring Intent from Digital Evidence



Misinterpretation of Backdating 

• Statement of certainty
• User X backdated system on 18 November 2018

• Not expressed in relative terms
• H1 highly probable. H2 low probability. H3 improbable.

• Microsoft Windows file tunneling
• New content saved with old metadata
• No trace of deliberate user action



Evaluate evidence in light of each hypothesis
C-Value Illustrative Indicators

C0 Evidence contradicts known facts (extreme dissonance of observations in light of the 
hypothesis). 

C1 Evidence is highly questionable (very strong dissonance of observations in light of the 
hypothesis). 

C2 Only one source of evidence that is not difficult to tamper with.

C3 The source(s) of evidence are more difficult to tamper with but there is not enough evidence to 
support a firm conclusion or there are unexplained inconsistencies (dissonance) in the 
observed evidence in light of the hypothesis.

C4 The source(s) of evidence are much more difficult to tamper with evidence from multiple, 
independent sources (strong harmonious observations in light of the hypothesis).

C5 The source(s) of evidence are very much more difficult to tamper with and evidence from 
multiple, independent sources (very strong harmonious observations in light of the hypothesis). 
However, small uncertainties exist (e.g. temporal error, data loss).

C6 The evidence is tamper proof (or tamper evident) and extremely strong harmonious evidence in 
light of the hypothesis unquestionable.

C-Scale: Strength of Digital Evidence 


