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Motivation

[ D Q 11

A lot of alerts from Better orientation Finding interesting
in the amount of records in the data

data that digital
forensics deals with

An increasing
number of monitoring devices

cyberattacks
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Description of model case

 The Stolen Szechuan Sauce

. t)sed to teach digital forensics, incident response and threat
unting

 Analysis of unauthorized intrusion into the network of
company CITADEL

* Task - identity whether
« malicious applications have been installed on the system
* any information has been created, modified, or deleted in the system
 data has been leaked



Preprocessing of data

» Use of the disk image of the subject server (DC01-E01) as
Input

1. Creation of a timeline of the image using Plaso tool
2. Conversion of the plaso file to the [2tcsv format - 17 default

fields

3. Division of records according to values in the field source -
11 dataframes (the most important - file, evt, reg)

4. Extraction of additional attributes
5. Aggregation



Filename

A
7582 NTFS: \Windows\Syskowsahyctl3d3z.d11
TEa4 NTES :WWindows\Winsxshx8s_microsoft-windows-ctl2d32_31bf3856ad364235 6.3.9682.16384 none_SecSaaefeftbassef\ctladzz.dll
7885 NTFS: Welindows\ Sy showea' stdole32. tlb
76865 NTFS: WindowshSystem32\stdole32.tlb
7687 NTFS :\Windows'\Winsxs\amded microsoft-windows-o..ion-legacy-stdole32 31bf3gcead3c4e3s_&.3.9608.16384 none_d2sfefs2ebefercd\stdolez2.tlb
1263782 NTFS: WWindows\WinsxShwowss_microscfi-windows-p..man-pluginworker-v2_31bf3856ad364835_6.3.9600. 16384 _none_3289c3gsfafocfso\pspluginwkr.d1l
1263783 NTFS: Windows\System32\WindowsPowershellywil.ehpsplugimwkr.dll
1262784 NTFS: WWindows\Winsxshamdes microsofi-windows-p..man-pluginworker-vz_31bf3856ad364835_F.3.9680, 16384 none_85351923ce9cedel \pspluginwkr.d1l
1263785 NTFS i Windows\SysWowed \WindowsPowershellywil. @hpspluginwkr.dll
1263786 NTFS: YWindows\WinsSxSywowsd microsoft-windows-p. .man-pluginwerker-v2_31bf3856ad364835 6.3.9680.16384 none_9289c385tafccfsc\pspluginekr.dll
Mame: filename, Length: 1256188, diype: cbject
date time timezone MACE source sourcetype type user host short desc version I Filename Imode notes format I extra
228373 087222013 15:26:10 Ut  .B FILE NTFSS':; Creation Time \SMFT 71146-1 SSTANDARD_INFORMATION NTFS-ASMFT File reference: 71146-1 Attribute n__ 2 NTESASMET 0 mi  Ainbute_type: mzme—g"s'em—mm:m-;?f
NTFS file Confent Mo_diﬁcation ) ) )
866929 09172020 16:49:27 UTC MACE FILE stat Time; Creation Time; \SMFT 56297-1 SFILE_NAME NTFS:\SMFT File reference: 56297-1 Atfribute n... 2 MWTFS:\SMFT 0 it atiribute_type: 45, file_atiribute_flags: 32 ..
Last..
NTFS file Content Mo_diﬁcaiiun ] ) .
662807 097172020 16:47:31 UTC MACE  FILE ar | TIme: Creation Time; \SMFT 85590-2 SFILE_NAME NTFS:ASMFT File reference: 85590-2 Affribute n__. 2 NTFS:\SMFT 0 mft  attribute_type: 45; file_affribute_flags: 32; ..
Last..
1128467 DOATI2020 17-56:11 UTC M. REG RegistyKey  Conent MW‘““_T_}L‘:; - [HKEY_LOCAL_MACHINE\Sofvare\lMi findows. . [HKEY_LOCAL_MACHINE\Software\Microsofiindows. . 3 NTFE\Windows\System32\config\SOFTWARE 78036 - winreg/winreg_default 9033596327252 41amﬁedss|2“;0215261—;;§?
867216 0971772020 16:49:27 uUtc  .C. FILE ”TFSS':: Mdadm”"dmcﬁ_:';'; \SMFT 56355-1 SSTANDARD_INFORMATION NTFS:ASMFT File reference: 56355-1 Atfribute n... 2 MTFSASMFT 0 w  2inibuls_type: 16; file_system_type: NTI';S
539634 file size: 758; file_system type: NTFS; 1s_allocated: True; sha2se _hash: Sc2leecf4bb2fbSaeeslbsbboclbbSbsazcBbo1923c8624c73219524FbdE25c14
937983 file_size: 29397; file_system_type: NTFS; is_allocated: True; sha2se _hash: es27cezfas4dszdfess7c3l1sbses7laceetf2ababoles11beessasEreslfeise
1289588 attribute_type: 1&8; file_system type: NTFS; is_allocated: True
511548 attribute_type: 16; file system_type: NTFS; 1s_allocated: True
531998 attribute_type: 48; file_attribute_flags: 2568435456; file_system type: NTFS; is_allocated: True
Mame: extra, ditype: object
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Finding relationship between attributes

» Used records related to filesystem
« 843863 records

* For the purpose of analysis we have used about a quarter of
records

* Methods:

Clustering

Outlier Detection

Formal Concept Analysis
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Clustering methods

K-Means - numeric variables

K-Modes - categorical variables

K-Prototypes - both
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NTFS_file_ file_entry NTFS_USN

M A C B source_file file_stat name filef directory link dir_appdata dir_win dir_user dir_other
stat _shell... _change

1 0 0 0 1 1 0 0 O0None 1 0 0 0 1 0 0

0 1 0 1 1 1 0 0 O0None 1 0 0 0 1 0 0

0 1 0 1 1 0 1 0 ONone 0 0 0 0 0 0 1

0 0 0 1 1 0 1 0 O0None 0 0 0 0 0 0 1

1 0 0 0 1 0 1 0 O0None 0 0 0 0 0 0 1

Ink_shell_ olecf_olec winreg_ba

file_exe... file_gra... file_doc... file_ps file_other mft s b el i usnjrnl is_allocated1 is_allocated0 size_none size_Ql size_Q2 size_Q3 size_Q4
0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 1 1 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 1 1 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 1 1 0 0 0 0 0 0 1 0 0 0 0
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Outlier detection

* Local Outlier Factor
 Distance between two boolean vectors: jaccard, kulsinski,...
 Distance between two numeric vectors: euclidean, minkowski, ...
* Doesn’t work with categorical datasets

* Oneclass SVM
« Kernel - RBF, linear, poly, sigmoid
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Example of outliers (29)

M A C B .. is_allocated is_allocatedi is_allocated0 size_none size Q1 size Q2 size_Q3 size_Q4 sha_256
o1 0 1 . MNone 0 0 1 0 0 0 0 B653bf58285bb4f514c0b95d3151c529d5678636081778...
1 0 0 0 . Mone 0 0 1 0 0 0 0 653bfa9285bb4f514c0b95d3151c529d5678636081778. .
11 0 1 . Mone 0 0 1 0 0 0 0 B53bf59285bb4f514c0b95d3151c529d5678636081778...
oo o0 1 True 0 a 0 0 1 0 0 691c0a552579%2a312c T6ef1ff03029fa5cad117174df..
o0 0 1 . True 0 0 0 0 1 0 0 1b8b4a266b84aebd6f18bb87d679a4b08dac25217bTed. ..
01 0 0 . True 0 0 0 0 1 0 0 1b8b4a266b84aebd6f18bb87d679a4b08dac25217bTed. ..
1 0 0 0 .. True 0 0 0 0 1 0 0 1b8b4a266b84aebd6f18bb87d679a4b08dac25217bTed. ..
01 0 0 . True 0 0 0 0 1 0 0 691c0ab52579e2a312c76ef1ff03029fabcad117174df ..
1 0 0 0 .. True 0 0 0 0 1 0 0  691c0ab52579e2a312c76ef1ff03029fabcad117174df ..
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Formal concept analysis

* is a method mainly used for the analysis of data,
l.e. for deriving implicit relationships between objects
described through a set of attributes on the one hand
and these attributes on the other



Concept lattice of digital evidence

* Building of a concept lattice relates to a notion of

Galois connection

* We can build formal concepts, which are the pairs of

extents (subsets of objects) and intents (subsets of

attributes)
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Source: http://www.jaringankita.com/blog/wp-content/uploads/2020/05/SANS_macb-1024x730.png
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Association rules of digital evidence

No analysis required
1<176217 >M CB =[100%]=> < 176217 > A;
2 <453 > M B dir_appdata =[100%]=> < 453 > A;

But what about ,,outliers”?

16 < 176217 > M A CB =[99%]=> < 174787 > dir_other;
25 <24 > CBdir_user =[96%]=> <23 >MA; (NTUSER.dat)
31 <27 >MACddir_user =[85%]=> <23 > B;
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Summary

» Clustering - grouping similar records into clusters
« Consideration: How does it look in different types of incidents?

* Outliers - identification of interesting records
» Problem: We can't use different types of distance

» Concept lattices - identification of relevant attributes (set of

attributes)

» Consideration: What if it is done through more cases, are there
similarities in relationships?
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Conclusion

* Clustering methods, outlier detection and formal concept
analysis gave us interesting intermediate data

* Main goals:
 Finding a suitable set of attributes
 Finding a suitable method for selecting interesting records
* Finding or creation of a suitable dataset

* Any insights and thoughts how to continue in our research are
welcome ©



Thank you for your
attention
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