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• Education

• Research

• Spreading security awareness

https://csirt.upjs.sk/#/en/
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Motivation

An increasing 
number of 
cyberattacks

A lot of alerts from 
monitoring devices

Better orientation 
in the amount of 
data that digital
forensics deals with 

Finding interesting 
records in the data 
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Description of model case

• The Stolen Szechuan Sauce

• Used to teach digital forensics, incident response and threat
hunting

• Analysis of unauthorized intrusion into the network of 
company CITADEL

• Task - identify whether
• malicious applications have been installed on the system
• any information has been created, modified, or deleted in the system
• data has been leaked
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Preprocessing of data

• Use of the disk image of the subject server (DC01-E01) as 
input

1. Creation of a timeline of the image using Plaso tool

2. Conversion of the plaso file to the l2tcsv format – 17 default 
fields

3. Division of records according to values in the field source –
11 dataframes (the most important – file, evt, reg)

4. Extraction of additional attributes

5. Aggregation
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Filename

Extra
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Finding relationship between attributes

• Used records related to filesystem

• 843863 records

• For the purpose of analysis we have used about a quarter of 
records

• Methods:
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Clustering

Outlier Detection

Formal Concept Analysis



Clustering methods

K-Means – numeric variables

K-Modes – categorical variables

K-Prototypes – both
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M A C B source_file file_stat
NTFS_file_

stat
file_entry
_shell...

NTFS_USN
_change

name filef directory link dir_appdata dir_win dir_user dir_other

1 0 0 0 1 1 0 0 0None 1 0 0 0 1 0 0

0 1 0 1 1 1 0 0 0None 1 0 0 0 1 0 0

0 1 0 1 1 0 1 0 0None 0 0 0 0 0 0 1

0 0 0 1 1 0 1 0 0None 0 0 0 0 0 0 1

1 0 0 0 1 0 1 0 0None 0 0 0 0 0 0 1

file_exe... file_gra... file_doc... file_ps file_other mft
lnk_shell_
items

olecf_olec
f_autom...

winreg_ba
gmru...

usnjrnl is_allocated1 is_allocated0 size_none size_Q1 size_Q2 size_Q3 size_Q4

0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 1 1 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 1 1 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 1 1 0 0 0 0 0 0 1 0 0 0 0
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K-Modes



Outlier detection

• Local Outlier Factor
• Distance between two boolean vectors: jaccard, kulsinski,... 

• Distance between two numeric vectors: euclidean, minkowski,...

• Doesn‘t work with categorical datasets

• Oneclass SVM 
• Kernel - RBF, linear, poly, sigmoid
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Example of outliers (29)



Formal concept analysis

• is a method mainly used for the analysis of data, 
i.e. for deriving implicit relationships between objects 
described through a set of attributes on the one hand 
and these attributes on the other
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Concept lattice of digital evidence
• Building of a concept lattice relates to a notion of 

Galois connection

• We can build formal concepts, which are the pairs of 
extents (subsets of objects) and intents (subsets of 
attributes) 
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Source: http://www.jaringankita.com/blog/wp-content/uploads/2020/05/SANS_macb-1024x730.png
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Association rules of digital evidence
No analysis required

1 < 176217 > M C B =[100%]=> < 176217 > A; 

2 < 453 > M B dir_appdata =[100%]=> < 453 > A; 

...

But what about „outliers“?

16 < 176217 > M A C B =[99%]=> < 174787 > dir_other; 

25 < 24 > C B dir_user =[96%]=> < 23 > M A; (NTUSER.dat) 

31 < 27 > M A C dir_user =[85%]=> < 23 > B; 
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Summary

• Clustering - grouping similar records into clusters
• Consideration: How does it look in different types of incidents?  

• Outliers - identification of interesting records
• Problem: We can‘t use different types of distance

• Concept lattices - identification of relevant attributes (set of 
attributes)
• Consideration: What if it is done through more cases, are there

similarities in relationships? 
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Conclusion

• Clustering methods, outlier detection and formal concept
analysis gave us interesting intermediate data

• Main goals: 
• Finding a suitable set of attributes
• Finding a suitable method for selecting interesting records
• Finding or creation of a suitable dataset

• Any insights and thoughts how to continue in our research are 
welcome ☺

Women in Forensic Computing Workshop 2022 1728. 3. 2022



Thank you for your 
attention
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