
Digital 
Forensics in 
the News
Can You Apply Your Technical Skills?



Who am I?

Managing Editor @ ForensicFocus.com
Professional writer since 2001

Freelance trade journalism
Marketing & PR for DFIR vendors
Contributor to Zero Abuse Project

#ActuallyADHD



2 Main Ways
Journalism Can Benefit from Digital Forensics

(and vice versa)

Authentication
Verification

Contextualizatio
n

Investigations

Accuracy
Education

More Context

Reporting

Informing public perceptions, policy / 
legislation, & maybe the future?
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Informal Survey: Question 1



Informal Survey: Question 2



Informal Survey: Question 3



What Knowledge Is Needed?
“It’s up to us journalists to hold those in power to account and to do so in a way that is accurate, fact-based, 
transparent, impartial, and grounded in humanity.”

-- Hannah Storm, Ethical Journalism Network Director

Data, storage, & flow
Digital forensic tools
Humans + tools = interpretation

Technology Itself

What are audiences (judges, 
lawmakers, constituents) 
struggling to understand?

Tech & Its Impact

What’s the latest research?
What methods are used & 
why?

Tech & Its Significance

Where is it going?
Are we keeping up?
What protections are we building in?

Tech & Our Future

Source: https://ethicaljournalismnetwork.org/journalists-must-be-able-to-hold-power-to-account-without-fear-of-attack-2



What Skills Are Needed?
“The ultimate tool is your eye, and it comes down to looking at imagery carefully. A lot of our work is rooted in 
open source reporting and forensic audio-visual analysis, but it’s wrapped in traditional reporting — it’s 
hammering the phones and talking to experts.”

-- Malachy Browne, New York Times Visual Investigations senior producer

Metadata
PRNU analysis
Geolocation
Statistics & accounting

Data Journalism

Mapping & timelines
Scene reconstruction

Frame rate analysis
Image & audio/video authentication

Image & audio/video enhancement

Visual Journalism

Satellite imagery
Ship & aircraft tracking

Social media
Collaboration

OSINT

Scrapers
Aggregators
Pattern matching

Coding

Source: https://gijn.org/2020/06/16/the-forensic-methods-reporters-are-using-to-trace-attacks-by-security-forces/



Get Involved: Be a Source
Beat journalists need reliable sources who can:

Join media databases as an expert

Tell us about your research

Help us understand 
nuance & significance

Build relationships & collaborate



Get Involved: Reporting
Consider whether your expertise is better shared directly:

Storytelling

Forms & formats

Create a newsletter

Pitch media outlets

Collaborate with 
teams

Learn Communicate Join



Who’s Doing Media Forensics?

Bellingcat

New York Times Visual 
Investigations

Sky News Data & Forensics 
Team

WITNESS Media Lab
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The 8 Trust 
Indicators

https://thetrustproject.org/#indicators



Final Thoughts
Journalists work in a complex industry too

Geopolitics

Public
Skepticism

Profitability

Targeting

Upended 
business models

Greater need for 
accurate context

Some governments & 
groups don’t like us

Information 
firehose



Questions?

Twitter
@christammiller

Discord
CMMwriter#4921

LinkedIn
Linkedin.com/in/christammiller

Email
christa at forensicfocus dot com


