Women in Forensic Computing

WUEE SAUJF

March 20, 2023

Margarita l.ouca
Specialist in Digital Forensic
Digital Forensic Lab, Europol

y

Europol Unclassified Basic Protectiofi Lével

— S—




El) | .av: EnfarcementAgency
BEUROBOL wmission:

A Supportsits Member Statesin preventing and combating
all forms of setious international and orgamised crime,
cybercrimeand terrorism;

A Works with many non-EU partner states and international
orgamisations

A supportsinvestigationdnitiated by Member States
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A Advancedigjital Forensies
Digjital A DeviceUnlocking& DataExtraction
Forenstes . hlab & Decryptionservices
A Vehicleforensics
A Advancedn-the-spot forensicsupport
A Researcland Development

A Specialisedraining
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Career In Digital
Forensics?

A Becoming

A Dayto-dayjob

A How to get started ¢ education,trainings,
skills tools

A Opportumnities

A Challenges

A Balancingprofessionalnd private life

A Takeaway
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Beconimng

Jomedttheooffiee for @ombating 0086

cyber crime

ObtaimedCECE certiication

Starnted provithindrainings
& coaching

Jomedrzuropolas @lSNE

From SSINAAQOATA

Master i [Digital Ferensic
Investigations
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efinition a7 ¢ Epplication of investigative rand analytical techniques
identify, preserves; extract-ant doeument digtalcevidence Ir
gy Brat’ UsKebb e Q&resandziottib cocduSof [Fn2EJ LIN

https:// Jacls.

=i -
EURTPOL Europol Unclassified Basic Protection Level

E Cyb
EBB ‘ C:;?cf eeeeeeeeeee


https://www.iacis.com/
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Day-to-Day Jdab
A Contluctexaminationto acguiredigital evidencefrom digital devices
A Supportcrime analystsand investigators
A Provitie'dn the & LiZupedrtfor operations
A Adviceinvestigatorson the availabilityand reliability of digital evidence
A Drafft forensicreports and provide evidencein court:
A Studynew developmentsn the areaof digital forensics
A Developmethods,technigues tools, processesnd policies
A Provitletrainingto cybererimeinvestigatorsand digital forensicexaminets
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A GeneralkechnicalllTbackground
A Studiesrelated to computerscience T secutityetc;

A Knowledgein Operating Systems File Systemsnetworks,
cloud, encryption,volatile data, embeddedsystemsetc;

A Datarecowvery, carvingand reconstiuction
A |oT, mobile devices &5 & A iddtathfient systems
A Chipoff JTAGPCIkeech
A Ceding
A Reporting documenting
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A Acgulisition
A Dataparsing

A Datarecovery& carving
A Data analysis

A Visualrepresentation
A Indexing

A Decryption

A Deviiceunlocking
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A Undergtatuatecollegeluniversityprograms
Edlucation A Masterdegrees
A Onrthe-job training;
A Commerciatrainings
A Freetrainings,webinarsetc;
A Selfstudy, research practice
A Certifications
A Workshopsgconferences

&

Traiming
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Joib @pportuntites
Do animternship

It Is OK t0:go Offtthe Jpat .
. Builld acgooddesume

Think @ftthe-next ichapter .
. Lookimtormultiple-options
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Law Enforcement Public/Private EU Agencies/International
Sector Organisations
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A Incidencesanhappenat anytime ¢ work aft
A Putup with rapid changes

A Bigdata;

A Stressc pressure
A Workc life balance
A Havepatience

A Difficultencounters
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