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EUROPOL
EU Law Enforcement Agency 

Mission: 

ÅSupportsits Member Statesin preventingand combating

all forms of serious international and organised crime,

cybercrimeandterrorism;

ÅWorkswith many non-EUpartner statesand international

organisations;

Åsupportsinvestigationsinitiated by MemberStates.
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Digital  
Forensics Lab

ÅAdvancedDigitalForensics;

ÅDeviceUnlocking& DataExtraction;

ÅDecryptionservices;

ÅVehicleforensics;

ÅAdvancedon-the-spot forensicsupport;

ÅResearchandDevelopment;

ÅSpecialisedtraining.
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Career in Digital 
Forensics?

ÅBecoming

ÅDay-to-dayjob

ÅHow to get startedςeducation,trainings,

skills,tools

ÅOpportunities

ÅChallenges

ÅBalancingprofessionalandprivatelife

ÅTakeaway
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Obtained CFCE certification

Started providing trainings
& coaching 

Joined Europol as a SNE

From SNA to TA

Master in Digital Forensic 
Investigations 

Becoming
Joined the office for combating 
cyber crime 
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Definition ά¢ƘŜ application of investigative and analytical techniques to 

identify, preserve, extract and document digital evidence in a 

ǿŀȅ ǘƘŀǘΩǎ ǎǳƛǘŀōƭŜ ŦƻǊ ǇǊŜǎŜƴǘŀǘƛƻƴ ƛƴ ŀ ŎƻǳǊǘ ƻŦ ƭŀǿΦέ

https://www.iacis.com/

https://www.iacis.com/
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Digital 
Forensics

Computer 
Forensics

Mobile 
Forensics

IoT
Forensics

Cloud 
Forensics

Live 
Forensics

Network 
Forensics

Database 
Forensics

Emerging 
Technologies
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Day-to-Day Job

ÅConductexaminationto acquiredigitalevidencefrom digitaldevices;

ÅSupportcrimeanalystsandinvestigators;

ÅProvideΨon theǎǇƻǘΩsupportfor operations;

ÅAdviceinvestigatorson the availabilityandreliabilityof digitalevidence;

ÅDraft forensicreportsandprovideevidencein court;

ÅStudynewdevelopmentsin the areaof digital forensics;

ÅDevelopmethods,techniques,tools,processesandpolicies;

ÅProvidetrainingto cybercrimeinvestigatorsanddigital forensicexaminers;
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Skills

&

Experience

ÅGeneraltechnical/ITbackground;

ÅStudiesrelatedto computerscience,ITsecurityetc;

ÅKnowledgein OperatingSystems,File Systems,networks,

cloud,encryption,volatiledata,embeddedsystemsetc;

ÅDatarecovery,carvingandreconstruction;

ÅIoT, mobiledevices,ǾŜƘƛŎƭŜΩǎinfotainmentsystems;

ÅChip-off, JTAG,PCILeech;

ÅCoding;

ÅReporting,documenting;
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Tools

ÅAcquisition;

ÅDataparsing;

ÅDatarecovery& carving;

ÅDataanalysis;

ÅVisualrepresentation;

ÅIndexing;

ÅDecryption;

ÅDeviceunlocking.
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Education 

& 

Training

ÅUndergraduatecollege/universityprograms;

ÅMasterdegrees;

ÅOn-the-job training;

ÅCommercialtrainings;

ÅFreetrainings,webinarsetc;

ÅSelfstudy,research,practice;

ÅCertifications;

ÅWorkshops,conferences;
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It is OK to go off the path

Build a good resume 

Look into multiple options

Think of the next chapter

Job Opportunities 

Do an internship
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Law Enforcement Public/Private 
Sector

EU Agencies/International 
Organisations 

Job opportunities
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Challenges
ÅIncidencescanhappenat anytimeςwork after hours;

ÅPutup with rapidchanges;

ÅBigdata;

ÅStressςpressure;

ÅWorkςlife balance;

ÅHavepatience;

ÅDifficult encounters;


