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Growing IoT: Need for Digital Forensic 
Readiness



IoT Security 
Issues in 
V2X

Shadow Activities

Credential theft Privacy Exposure Power outage

IoT device can introduce vulnerabilities and threats 
to existing V2X networks as adversaries can easily 
locate such devices and exploit their vulnerabilities

Eavesdropping DoS Data loss IP theft



Research 
Focus

The model is needed to manage 
the activities and behaviour of 

shadow IoT devices on the V2X 
networks.

The main problem being 
addressed in this research is the 
non-existence of an integrated 
security and forensic readiness 

model for managing shadow IoT 
devices in V2X networks.



Requirements for Digital Forensic 
Readiness in V2X Networks



Where can Evidence be Found on V2X 
Networks?



DFR Via Managing 
gateway security



Implementation 



Results 



Summary

This research proposes a model 
towards DFR in a shadow-

inclusive network. A shadow-
inclusive network is a network 

that has shadow IoT device 
connected to it. 

This research presents a generic 
model that is capable of 

gathering potential evidence 
putting the special functionality, 
features, and behaviour of IoT 

devices into consideration. 

SIoTDFR model can be adopted 
in smart home, smart city, as 
well as organizations with IoT 
networks. This will ensure the 
forensic readiness towards the 
inclusion of shadow IoT devices 

into such IoT network.



Feel Free to Contact Me:
u20732865@tuks.co.za or 

funmilolafagbola@yahoo.com
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