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Vehicle to
Everything Vehicle-to-infrastructu P Vthcle(;:;'-qn)etwOfk

Network (V2X)

V2X is the communication between

hicle-to-vehicle § 7 R 2 Vehicle-to-grig

a vehicle and any entity that may
affect the vehicle or vice versa.

V2Xis a critical network that may

become life threatening if not

properly managed. Vehicle-to-device Vehicle-to-pedest

(V2P)

V2X is a dynamic network as vehicles
can change state often
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rowing lo'I: Need for Digital Forensic
cadiness

Insights that ermpower yvouw to understand loT markets

Total number of active device connections worldwide

Number of global active Connections (installed base) in Bn
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Mon-loT includes all mobile phones, tablets, PCs, laptops, and fixed line phones. l1oT includes all consumer and B2B devices connected — see loT break-down for further details
loT Analytics Research 2018




lo'l Security

Issues
V22X

loT device can introduce vulnerabilities and threats
to existing V2X networks as adversaries can easily
locate such devices and exploit their vulnerabilities

Eavesdropping Data loss

Credential theft Privacy Exposure Power outage
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Focus




Requirements for Digital Forensic
Readiness in V2X Networks

* Open source tool

* Unified file format for digital evidence storage

* Automated forensic analysis of data

* Use of logs and state changes as potential digital evidence

* Centralized repository for evidence gathered from loT devices
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Where can Evidence be Found on V2X
Networks?

 Managing gateway security

* Manage possibility of cross-contamination of
legitimate IoT devices

* Network Activities profiling




A:
10T Device
Connection

B:
Shadow loT Device
Identification

C:
Shadow loT Device
Monitoring

Monday, March 20, 2023

D:
Digital Evidence
Gathering

E:
Digital Evidence
Preservation

F:
Digital Evidence
Secure Storage

DFR Via Managing
galeway securily

» Device Connection Stage: Handles connection of device
» Device Identification Stage: handles device categorization
« Shadow loT Device Monitoring Stage: handles feature based

monitoring, periodic traffic pattern, payload traffic pattern,
behavior monitoring
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Implementation

PDE gathered include:
e Shadow loT device location

* Network fingerprints of the shadow
loT device

* Vulnerability Level of the shadow loT
device.

* |P address, MacAddress, Device type,
Device name, and Timestamp among
others.
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Run Simulation

=l

Stop Simulation
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Results

Device Connection Timestamp Device Mame Device Type IP_Address Protocol MAC Address

Feb 19 2023 09 FitnessTrackerXl FitnessTracker 2.168.1.10: WIiFi 89:03:E1:45:17:49

32 SmartCamaso SmartCamera 2.168.10.23 WiFi STF/02:11:D3:15
FitnessTrackerX1l FitnessTracker 2.168.1.8 WiFi 89:03:E1:45:17:49

device type device name ip address  mac_address packet length protocol packet count datetime stamp

Feature Analysis VRHeadsets VRHeadsetMax 192.168.1.103 67:19:B1:23:F5:27 1350 UDP 909 13/02/2023 07:36

device type  device name  ip address mac_address  packet_length protocol packet count datetime_stamp com freq bandwidth
Smartinhaler ~ SmartinhalerXl 221.39.175.42  db:da:fh:b1:19:13 85 TCP 275 59:26.0 0 0.5
UltraBooks  UltraBooksA20+ 250.181.36.248  98:50:bf:34:90:23 100 HTTP 841 59:26.0

0
SmartPen SmartPenPro3  52.17.24.57 27:09:3b:8e:41:7¢ 120 HTTPS 097 02:25.9 0
SmartCamera  SmartCamAS0  197.71.96.166  73:8f:7e:18:2b:h2 805 UDp 493 55:26.0 0
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Summary

This research proposes a model
towards DFR in a shadow-

inclusive network. A shadow-
inclusive network is a network
that has shadow loT device
connected to it.

This research presents a generic
model that is capable of
gathering potential evidence
putting the special functionality,
features, and behaviour of loT
devices into consideration.

SloTDFR model can be adopted
in smart home, smart city, as
well as organizations with loT
networks.This will ensure the
forensic readiness towards the
inclusion of shadow loT devices
into such loT network.
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Feel Free to Contact Me:
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funmilolafaghola@yahoo.com
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