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Database Forensics...

« subfield of digital forensics
 deals with forensic examination of databases

Databases....
o structured collections of data

+ allows efficient storage, retrieval and manipulation of
information

« controlled by database management systems (DBMS)

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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Why Databases are critical assets?

« Databases contains important information

« Database servers now store a greater volume of sensitive
data than ever before

« Database security breaches are everywhere and also used in
the context of various attacks

o Use of credit cards
» Use of medical personal data
 Use of industrial data

 Insider attacks: persons can manipulate data for their own
purposes

- Databases are “interesting sources”

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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The Road to Database Forensics...

1. Goals
2. Preparation of database forensic investigation
Scenarios

Kinds of DBMS & Database models
3. Incident verification & Artefact collection
4. Artifact analysis
Overview of database artifacts
Physical and logical database artifacts
Tools
5. Conclusion — Issues to be solved

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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1. Goals

« Prove or disprove an occurance of a data security breach
« Determine the scope of a database intrution

« Retrace user operations (SQL operations)

 |dentifiy data pre- and post-transactions

« Recover previously manipulated or deleted data
« Kevvie Fowler: SQLServer Forensic Analysis, p.49

Kevvie Fowler: SQLServer Forensic Analysis, p.60
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2 . Pre pa ration : Kevvie Fowler: SQLServer Forensic Analysis, p.53
Scenario 1 Scenario 2
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Scenario 2: Example SQL Injection

Issues to be solved

Scope of 'udlllovul
Forensic Investigavon

select * from users
where user="abc”;

Server

Data of all users

>

Database
Server

Data of user“abc” is returned

select * from users

where user="abc “ or 1=1;--;

http://test.com?user=abc
WLl Xveblisc(ation
Client RP
Server
Data of user“abc” is returned
Typical Scenario of Webapplication and database Communication
http://test.com?
user=abc “or 1=1;--";
oL Xveblis::ation
Client PP

Database
Server

Data of all users

is returned is returned
SQL Injection Example
Application Logs  Webserver-Log
* Error Log
« Page-File

Memory

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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2. Preparation: Database Management Systems (RDMS)

o0 @ BB [D oB-Engines Ranking - popularit X+ .
. c @ O & httpsjdbrensi PET——— B nox Q L m By o=
Hard real-time / Embedded / Cloud-Server i
N ; ‘ Start today Leutsch

extremelB Data management where you need it.

Knowledge Base of Relational and NoSQL Database Management Systems provided by solid IT

Home DB-Engines Ranking = snelonacio oo aonc
Featured Products: | @ © @ @ = [ DB-Engines Ranking - popularit X |+ "

Select a ranking Ranking > Rel ¢ C @ O B https://db-engines.com/en/ranking B 1% Q ¥ ® & N Wy =
. Complete ranking DB-Engin A Rank Score
* Relational DBMS ¢ MuIFlvaIue DBMS Mar Feb Mar DBMS Database Model Mar  Feb
. Eey“’a'“etsffres The DB-Engin  ® Native XML DBMS 2023 2023 2022 2023 2023 :
¢ Document stores Ki i d .
« Time Series DBMS renng s upe e Spatial DBMS 1. 1. 1. Oracle (3 Relational, Multi-mode! & 1261.29 +13.77 +
« Graph DBMS This is a partii - .
« Search engines * Event Stores 2. 2. 2 MySQL [+ ] Relational, Multi-model | 1182.79 -12.66 -1
« Object oriented DBMS Read moreab e Content stores Mi ft SOL S . lational, Multi | & 22.01
* RDF stores « Navigational DBMS 3. 3. 3 icrosoft SQL Server 3 Relational, Multi-model & 922.0 -7.08 -1
: LVLCI';\/ZTLZ"‘;B-’;?&S O includ 4, 4. 4. PostgreSQL E3 Relational, Multi-model (@ 613.83 -2.67
+ Native XML DBMS " R::i Special reports 5. 5. 5. MongoDB 3 Document, Multi-mode! [ 458.78 +6.02 -2
« Spatial DBMS |
. E\;i::nsttgtr::es 20213? zoz].  RAHIING by dataEaEs 6. 6. 6 Redis 3 Key-value, Multi-model (@ 172.45 -1.39
+ Navinational DBMS 2. 2 model 7. 7k 7. IBM Db2 Relational, Multi-model [ 142,92 -0.04 -1
https://db- =+ 3
"%« Open source vs. 8. 8. 8. Elasticsearch Search engine, Multi-model @ 139.07 +0.47 -2
commercial 9. 9. 410. SQLite (3 Relational 133.82 +1.15 4
10. 10. ¥ 9. Microsoft Access Relational 132.06 +1.03
11 12. 14.  Snowflake Relational 114.40 -1.26 +:
Featured Products * * Lt :
12. W 11. $11. Cassandra 3 Wide column 113.79 -2.43
> 13. 13. ¥ 12. MariaDB [} Relational, Multi-model [ 96.84 +0.03 -1
red's 14. 14. ¥ 13. Splunk Search engine 87.97 +0.89
15. 15. A 16. Amazon DynamoDB [3 Multi-model (@ 80.77 +1.08 -
The world’s most loved 16. 16. ¥ 15. Microsoft Azure SQL Database Relational, Multi-model (@ 77.44 -1.31
real-time data platform. 17. 17. 17.  Hive Relational 70.91 -1.21 -1
Try free 18. 18. 18. Teradata Relational, Multi-model & 63.74 +0.71
19. 19. Databricks Multi-model (@ 60.86 +0.52
20. 20. ¥ 19. Neo4j k2 Graph 53.51 -1.92
C d .
Forwerd 21. #422. A 24. Google BigQuery 3 Relational 53.44 +0.99 4
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2. Preparation: Types of database models

Relational Others
(deductive,

object oriented,

.er)
Data model Structured (table) \Free/ differnet Free/ different
Audit/ Log many (some some/ few ?
Mechanismen standardized,

some differnent)

Storage storage file-based ?
management,
Some differences
Standard SQL no/ own ?
focus

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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2. Preparation: Strategy

1. Defining or identifiying the scope/ infrastructure

2. ldentifiying DBMS, version, configuration, instances, ...

3. Classification of the database model

Serverl (default)
Serverl
Serverl\Instl

C——
— Serverl\Inst2

AN

\Serverl\lnstS

Serverl\Inst4

Kevvie Fowler: SQLServer Forensic
Analysis, Appendix B, p. 4391t

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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2. Preparation: Strategy

4. Configure a forensic workstation for the database system

« Use forensic software

« Use/ create/ integrate forensic scripts
« for live aquisistion/ automated live forensic
« for memory aquisistion (volatile data)
* (first) artifact collection

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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2. Preparation: Database Artifacts

Database artifacts refer to the objects that are created in

a database system as part of structure and
functionality.

Physical artifacts:

the actual files that are created on the storage medium when a
database is created

data files, log files, backup files, system information, ...

Logical artifacts:

the database objects that are created and managed within the
database

Scheme, tables, views, indexes, stored procedures, triggers,

cﬁ\\%g§au.bqj@1e§foﬂ DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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2. Preparation: Forensic database scripts

« for live aquisistion/ automated live forensics
« for memory aquisistion (volatile data)

Caches (data, plan, ...)

« Databases - DBObjects

« SQL statements » Configurations
« Connections * Jobs

- Transaction log * TimeConfigs
« Users » Triggers

. e Sessions

e.g.

Postgres: SELECT current_user

Oracle: SELECT owner,table _name,column_name,data_type
FROM dba tab columns
WHERE data_type='DATE' or data tg/g)e like ' TIMESTAMP%";

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20
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2. Preparation: Forensic database scripts

Browser

vl

v & Servers (3)
> & PostgreSQL 10
> £ PostgresQL 11
v & PostgresqL 12
v = Databases (1)
v = postgres
> & Casts
> % catalogs
> [T Event Triggers
> % Extensions
> & Foreign Data Wrappers
> Languages
> (¢ Publications
v % Schemas (4)
> & fahrrad
> < fussball
> < geheimdienst

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®

B v Q).

pgAdmin 4

s HEBpublic.Kunden/.. S postgres/po:

8 & B v 8§ Qv &

No limit v B b v w B8

Data Output  Explain Messages N
data_directory a

4 text

1 /Library/PostgreSQL/11/data

Query Editor  Query History

1 SHOW DATA_DIRECTORY

¥ Eingabeaufforderung

Browser

geheimdienst

& public

C vV VvV Vv VY VYV VYV LVY VY

@ Aggregates
4l Collations
® Domains
3 FTS Configurations
[y FTS Dictionaries
Aa FTS Parsers
FTS Templates
i Foreign Tables
Functions
Materialized Views
. Operators
Procedures
1.3 Sequences
] Tables (16)
Kunden
5 assistenten

>
>

> bestellungen
> hoeren
N

kartan

, Bonn, 20.3

S 8w Qs

pgAdmin 4

BB public.Kunden/.. B ANSI (informat...
8 = 0 v 3 Qv &vE @ v
|ry B Y % 3 Oov

Explain  Messages

No limit v
Data Output Notifications

current_user a
4 name

1 postgres

Query Editor ~ Query History

1 SELECT CURRENT_USER

@ Nach Servern suchen

Lokale Server Netzwerkserver

14

£ postgres/postgres@Po € >

Y v
|| B

Wahlen Sie den Server fur die Verbindungsherstellung aus:

X

2

SR Datenbankmodul
. [J CBDESKTOP\SQLEXPRESS

d CBDESKTOP
m) Analysis Services
#1-|Z] Reporting Services
- [, Integration Services
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3. Incident Verification + Artifact Collection

\\\\\

|dentifiying first signs of breaches el it
Server problems, server traffic ol *j] 4]

- Network trafic 7 - b

 An (unauthorized) modification of data a0

 Compare checksums of database source cods
» Confirm the breach/ incident
 Made a decision about shut-down/ seperate the database server

First collection of forensic data (forensically usable)

» Collecting volatile and non-volatile artitacts

« Bit-to-bit image of the database data, query files, query output,..
» Collecting data from the infrastructure

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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3. Incident Verification + Artifact Collection

General rules for collecting database artifacts:

W=

o o

Do not use system libraries, they might be compromised
Do not execute DDL/DML statements to avoid changes to data
Do not create SQL Server logins, database users or objects

Restrict the use of temporary tables and variables in order not to
overwrite existing information in the SQL Server buffer

Do not modify existing corrections or database objects

Do not execute untested statements, errors will be logged and
may change the event log

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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3. Artifact Collection: Starting point

Results of collecting database artifacts
Decision of analysing methods:

1. Actual database
2. Images, that can be used for starting the DBMS with databases

3. Parts of the databases (data), that can be integrated into a virtual
environment with the according DBMS @

Further data from the short artifact analysis

* Incident SQL queries, that were found

« Data, that was queried or modified
» Application Logs/ Web Server Log with IP Adresses (connections to
the servers)

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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lost upon
MSsQLServer
service
shutdown
persistent
artifacts-those
that remain o
after an

MssQLServer
service restart

3. Artifact Collection: Overview

Resident SQL Server Artifacts

« DBMS specific

Data Table
Cache Statistics
* Artifacts are Sovr
tate

* Logical

+ Physical o5, ‘ oy g
I saLs .
° Volatlle 2ok L%rggr ‘ Data Files

 Non-volatil

AutoEXEC
Procedures

Native
Encryption

Collation
Settings
and Data
Types

Server Server
Versioning Hardening

Data Page
Allocations

° Res | d e n‘t Non-resident SQL Server Artifacts

i N On'reSIdent E)ét;:pi?l Web Server
Controlg Logs

Antje Raab-Dusterhéft, DFRWS-EU, “Woman in Forensic (

Quelle: Fowler, Kevvie, SQL Server Forensic Analysis, 2009, S.65.
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4. Artifact Analysis: Logical Artifacts

Starting point: e.g. Incident SQL queries in Web Server Log

First: Get an overview of the logical artifacts
Which database ist involved?
 Which data are stored in this database?
Which users were active?

«  Which rights does a special user have?
«  Which queries were executed?

- SQL-Queries for analysis

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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4. Artifact Analysis: Database structure

® @ pgAdmin 4
EAdmin —
Browser S§ B w Q >-'s EpublicKunden/.. EBANSI (information_schema).tables/postgres € > 0P

Information e RO AEO OICEEaE

9 role_usage_grants =] 15

>
Schema: e 3G C0E OO I BT
.
> B routines Data Output  Explain  Messages Notifications

AI I i n fo rm ati O n O Scamats Tcatalog table_schema table_name table.
a a a

> [ sequences

b t th d t b 4 character varying character varying character varying chara
a O u e a a a S e > [ sql_features 1  postgres public professoren BA
> B sqlimplementation_info 2 postgres public assistenten BA
=
> B sqllanguages 3  postgres public vorlesungen BA
IS
> B sql_packages 4 postgres public studenten BA
-
> B sqlparts 5 postgres public hoeren BA
‘ : > B9 sql_sizin
G e n e ra I ata I O S " oy q 9 6  postgres public voraussetzen BA
- > [ sql_sizing_profiles .
N i 7 postgres public pruefen BA
I nf rm I n > [ table_constraints
= e 8 postgres geheimdienst agenten BA
> [ table_privileges
9 postgres geheimdienst decknamen BA

-t
o

about the dbms v 5 abes 2

v [ Columns (12)
commit_action Query Editor  Query History
is_insertable_into R et

1 SELECT * FROM

is_typed

8
]
8
£ reference_generation
f self_referencing_column_name
f table_catalog
f table_name
f table_schema
f table_type
H user_defined_type_catalog
f user_defined_type_name
A user_defined_type_schema
> [ transforms

> [ triggered_update_columns

- Scope: what the attacker might have done

Antje Raab-Dusterh6ft, DFRWS-EU, “Woman in Forensic Comuting“, Bonn, 20.3.2023
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4. Artifact Analysis: s —

Browser § B % Q >_5 HpublicKunden/.. FBANSI(i S p postg < > X2
. L S _ — —
> & geheimdienst LY AL IRNE NI URAIE ARdE WAR BN A4 IR Gl 4
a a aSe IO S TS o — ki N L g B R
b} > @ Aggregates DataOutput Explain Messages Notifications
> &L Collations . TS
current_user
n > @ Domains 4 name &
> [} FTs Configurations 1 postgres
3 ] ] "] > [ FTS Dictionaries
> Aa FTS Parsers
> FTS Templates
> [ Foreign Tables
> {) Functions
> Materialized Views »
> @ Operators Query Editor  Query History
> () Procedures 1 SELECT CURRENT_USERI
pgAdmin 4 > 1.3 Sequences
v Tables (16)
i > 5 Kunden I
Browser § B8 % Q >-s EBpublicKunden/.. EHANSI (information_schema).tables/postgres € » WP
S—— —_— > [ assistenten
> [ role_usage_grants 8w BviiG|Qv| B Ve B N T |V > 5 bestellungen
> [ routine_privileges Nolimt ~ H P v @ v sl  ev| i Bv > E5 hoeren
> B routines Data Output  Explain Messages Notifications  kaga,
> [ schemata _—
table_catalog table_schema a table_name a table.
> £ sequences 4 character varying character varying character varying chara
> B9 sqlfeatures 1 postgres ublic rofessoren BA I
B9 sqLimp} torili L s £ WP pgAdmin 4 - O X
> E3 sqUimplementation_info 2 postgres public assistenten BA
> [ sqllanguages 3 postgres public vorlesungen BA File Object Tools Help
> [ sql_packages A bii 3 BA
S postores publle studenten Browser $ B T Q >_| Dashboard Properties SQL Statistics Dependencies Dependents < > e
AL 5 postgres public hoeren BA > S
> [ sql_sizing 6 postgres public voraussetzen BA > [ Event Triggers c§) postgres/postgres@PostgreSQL 15 v S )
> [ sql_sizing_profiles
£ table_constraints 7 |postires pubte pructen = > % Extensions -
> £ table_ i > A
A . 8 postgres geheimdienst agenten BA m A /s Y v Nolimit v ®»v 0 @+ % B
> [ table_privileges - i
e 9 postgres geheimdienst decknamen BA > < Foreign Data Wrappers
v [ tables =V @9
10 t heimdienst t: BA -
« B Columns (12) postgres geheimdienst einsaetze > ' Languages
i R N - . x
f commit_action Query Editor  Query History > " Publications Query  Query History s Scratch Pad N
fl is_insertable_into s —— . .
8 is typed 1 SELECT * FROM information_schema.ta v % Schemas (1) 1 show log_destination
f is_type« .
. 2 ublic
£l reference_generation : e @ P
f self_referencing_column_name > Aggregates
f table_catalog > &L Collations
f table_name .
> @& Domains
fl table_schema
B table_type > [} FTS configuratio
8 user_defined_type_catalog > [ FTS Dictionaries Data Output Messages  Notifications N
] user_defined_type_name PE——
> Aa FTS Parsers — =
f user_defined_type_schema = r‘ v E] a ﬁ 3 fad
> E5 transforms > FTS Templates —
. log_destination
> [ triggered_update_columns > [E Foreign Tables text a8
> {&} Functions 1 stderr
> [5 Materialized Viey
> @ Operators
> {C) Procedures Total rows: 1 of 1 Query complete 00:00:00.112 Ln 1, Col 21

Antje Raab-Dusterh6ft, DFRWS-EU, “Woman in Forensic Comuting“, Bonn, 20.3.2023
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4. Artifact Analysis: Visualization of the db structure

& sakila.mwb - MySQL Workbench 5
#&  MySQUModel x | EER Diagram x |

S

SlEe 22 0 Q pN mim |

| Navigator | afo n
Cuntimes Ouia ey
© Omkrmar st AL i3 SMALLNT
B~ » Vo0 VARCIARGESA)
&
) 3 Eesl e VAN o desergren TEXT
» lat e VARCH.. 2 e yoae YEAR L
B o amal VARCHAR W) wlangeage MTNYNT
@ AMIM_SVA L O el avgaage |
Q ¥ ity DO EAN bl pasen TN
» crante 4o DATET. el e DEEM.
. e e it upiate TMACS 2 S SMALINT
-
: » mplacemant_ oot D
Q O @ 75 @ 1 - !
. @ ' 2 sgmeiat lesbren ST
},;. ml - o s L o :
] s T PRVATY - : "
v Tabdles — E ".":;:':w.
>£ actor 4 ln 5 0w 0 FRAMARY
» T address {— g T wi#-——~
» T category J| T 3 33 ASTWOATE et H
'3 city o '_1f. H . P AFT NSERT ina_m :
> ot ; Curkomer rdates dila H i [ ASTOQLETE du_tom H
untry < i Pl
» 7 customer i | : Lt e oo
‘J_j « - | \ : : : @ Vew b BMALLNT
’..l_ﬁ'“"' «n H ! (R § 7 | ® e A TINVINE
» | flm_actor « | 1 : : : [ o o o oo n e o s o e o e e o 0 e o i . upsale TMAE..
Buoess |
DE film_category P | :_ P i | ]_’
> T Him_text P L] i == : 1 Vve de 0
» T inventoey E 3 - ! i
» ¢ P!
) L languag - © Wt i TNYINT sairn_up FINTNT : : : :
Description | Properes |  Mistory el P L 1 (Bt
Name Value ¢ L VAR UL i e Tt
e N - | e
Coloe: [E #499E21 opavents e o H . |
Expanded: ¥/ 2 et WAACHAR G — ! 1 | (D T s bt shomer v 1t
Meight: 258 & vt A TINYINT !
Indices Expanded: || » ity IOCKEAN :
w3 — |
- e ]
Manual Sizing: v . 5 1
Name: staff R !
Summarize Display: -1
Top: 61
Triggers Cxpanded: ||
Width: 120

Antje Raab-Dusterh6ft, DFRWS-EU, “Woman in Forensic Comuting“, Bonn, 20.3.2023
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4. Artifact Analysis: Query plan (Postgres)

[ BN J pgAdmin 4

EAdmin =
Browser § B w® Q >. Dashboard Properties SQL Statistics Dependencies Dependents & postgres/postgre € > %S
v [ servers (3) s mBv s Qv BvYE @ Zv Y v Noimt v ®P|v

> & PostgreSQL 10
> & PostgreSQL 11
v @} PostgresqL 12

v = Databases (1) QUERY PLAN .
4 text

@« Bv 5 5 &v L B

Data Output  Explain  Messages Notifications

{

v = postgres

-

Hash Join (cost=51.50..96.03 rows=2260 width=156) (actual time=0.048..0.056 rows=13 loops=1)

’ - 2 [..JHash Cond: (h.vorlnr = v.vorinr)
: ? E::lto?:gge(s 3 [.]-> Hash Join (cost=25.98..64.54 rows=2260 width=82) (actual time=0.018..0.022 rows=13 loops=1)
> 1 Extensions 4  [..]Hash Cond: (h.matrnr = s,matrnr)
> = Foreign Data Wrappers 5 [.]-> Seq Scan on hoeren h (cost=0.00..32.60 rows=2260 width=8) (actual time=0.005..0.006 rows=13 loops=1)
> ©3 Languages 6 [.]-> Hash (cost=17.10..17.10 rows=710 width=82) (actual time=0.008..0.008 rows=8 loops=1)
> @‘ Publications 7 [..) Buckets: 1024 Batches: 1 Memory Usage: 9kB
v % Schemas (4) 8 [.)-> SeqScan on studenten s (cost=0.00..17.10 rows=710 width=82) (actual time=0.005..0.006 rows=8 loops=1)
> & fahrrad 9  [.]-> Hash (cost=16.90..16.90 rows=690 width=82) (actual time=0.024..0.024 rows=10 loops=1)
> & fussball 10  [..] Buckets: 1024 Batches: 1 Memory Usage: 9kB
> & geheimdienst 11 [.]-> Seq Scan on vorlesungen v (cost=0.00..16.90 rows=690 width=82) (actual time=0.018..0.020 rows=10 loops=1)
v & public 12 Planning Time: 1.582 ms
> [ Aggregates 13 Execution Time: 0.104 ms

> 8. Collations

> @ Domains Query Editor  Query History
> [ FTS Configurations
> [[2 FTS Dictionaries
>
>
>

explain analyze select s.Name, v.Titel
from Studenten s, hoeren h, Vorlesungen v
where s. MatrNr = h. MatrNr and

h.VorINr = v.VorlNr;

Aa FTS Parsers
FTS Templates

aow N e

[ Foreign Tables
> (&} Functions
> i} Materialized Views

~

Antje Raab-Dusterhéft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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4. Artifact Analysis: Physical Artifacts

Logs: must be enabled before an incident (!)
SQL Logs
Error Logs
Transaction logs/ Write Ahead Logs (WAL)

Special Query logs

Transaction logs (used for roll-back and recover databases)...
Specific for DBMS
Detailed information about SQL operation and data
- Insert/ update/ delete data, create structure/ functions, user,

Interpretation tools only partially available

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023



What people are saying about the transaction log: “Although you might assume that reading the
transaction log directly would be interesting or even useful, it’s just too much information.”

Introduction into Database Forensics — Issues to be séivél SQL Server 2005: The Storage Engine, Microsoft Press, 2006 5g

MS SQL Server: Transaction Log

Inside the transaction log: Kevvie Fowler: SQLServer Forensic Analysis

1. CurrentLSN 25. CI.-IK.PT End DB Version 50. Savepoint Name 6. Meta Status
2. Operation 26. M.1n1mum LSN 51. Rowbits First Bit "
27. Dirty Pages 52. Rowbits Bit Count 77. File Status
3. Context 28. Oldest Replicated Begin LSN 53. Rowbits Bit Value /8. File ID
4. Transaction ID 29. Next Replicated End LSN 54. Number of Locks 79. Physical Name
5. Tag Bits 30. Last Distributed End LSN 55. Lock Information 80. Logical Name
6. Log Record Fixed Length 31. Server UID 56. LSN Before Writes 81. Format LSN
7. Log Record Length 32.UID 57. Pages Written 82. RowsetID
8. PreviousLSN 33. SPID 58. Data Pages Delta 83. TextPtr
9. Flag Bits 34. BeginlLog Status 59. Reserved Pages Delta 2: (Fllolumn Offset
10. Log Reserve 22 )é:CF T1¥Pe 60. Used Pages Delta 86: T;>(gtSSize
11. AllocUnitiD - begin lme 61. Data Rows Delta 87 Off
_ 37. Transaction Name 62. Command Type - Offset
12. AllocUnitName 38. Transaction SID 63. Publication ID 88. Old Size
13. Page ID 39. End Time 64. Article ID 89. New S.ize.
14. Slot ID 40. Transaction Begin 65. Partial Status 90. Description
15. Previous Page LSN 41. Replicated Records 66. Command 91. Bulk allo.cated extent count
16. PartionlD 42. Oldest Active LSN 67. Byte Offset 92. Bulk rowinsertID
17. RowFlags 43. Server Name 68. New Value 93. Bulk allocatl:onur.n'tID
18. Num Elements 44. Database Name 69. Old Value Z: Eu::: a:toca:u;n f1rtst I;Af\g Page ID
19.Ofsetn Row i 70-New spit Page 96. RowLog Contents 0
20. Checkpoint Begin 46. Master XDESID 71. Rows Deleted 97. RowLog Contents 1
47. Master DBID 72. Bytes Freed . g Lontents
21. CHKPT Begin DB Version 48. PrepLogBegin LSN 73. Cl Table ID 98. RowLog Contents 2
22. MaxXDESID 49. PrepareTime 74. CI Index ID 99. RowLog Contents 3
23. Num Transactions 50. Virtual Clock 75. Fllegroup ID 100. Rowlog Contents 4

24. Checkpoint BAttje Raab-DiistémhafteDRR\WSEBUNtWoman in Forensic Comuting®, Bonn, 20.3.2023 101- Log Record
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MS SQL Server: Transaction Log
Dat? page {ﬂentifigrtfocg row
- , - containing the update
Mfﬁggéﬂgnbegmnmg of a ilfjjre]ﬁtlijf?e}-ransacuon record 9 P
\peration Context \Transaction ID Page ID SlotID ... Offsetin Row
|fC‘JF' BEGIN XACT | LCX_MULL 0000:0000032e | NULL y MULL . MNULL
LOP_MODIFY _COLUMNS |LCx_CLUSTERED (0000:00000352e | (0001:000000d3 20]... il
LOP_MODIFY_COLUMNS |LCX_CLUSTERED (0000:0000032e ||0001:0000013c 13]... 80
LOP MODIFY COLUMNS |LCx CLUSTERED (0000:00000352e | (0001:000000d6 71... il
L; COMMIT XACT LCX_NULL 0000:0000032e | NULL /ULL MNULL
Marks the end of a Type of transaction On data page row In row data offset of
transaction performed location of record modification
Identifier Hex Decimal
Transaction D | 0000:0000032e | 0:g14
Data Page 0001:000000d3 | 1:211
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Slot 20 Offset 0Ox1l47f Length Z37

Record Type

= PRIMARY RECORD

Memory Dunp @O0xZF3AD47F

00000000:
00000010:
00000020:
00000030:
00000040:
00000050:
00000060:
00000070:
00000080:
00000020:
000000&0:
000000EBO:
000000CO:
000000D0:
000000ED:

30006c00
62006700
Z000z000
41005a00
00000100

6£000000
4c006100
Z000z000
31003400
00000000

Becord Attributes =

53007000
&6b006500
Z000z000
34003100
00002498

72006200
Z000z000
Z000z000
30000a00

2e003500

30002000

20002000

Z000z000
06008400
6f736fce
656c6cz0
36383833
00&6c0063
00zZ000e69
00610073
00560043

Z000z000
88003300
456d696c
44726976
38343033
00&el00ce
00&6e0063
00&6d006l
00320033

20002000
9d00ad0o
37322053
65566973
38323330
00e£0020
00680020
00z00054
00330032

Z000z000
0e0000cO
ed0041lce
74617266
61343931
3056006¢f
00360032
0050006c
00560020

soq 5%

05T 0 Sipar i
tn.g.L.a.k.e. . .
1 R R
ta.2.1.4.4.1.0...

MS SQL Server: Transaction Log —Recovering
SQL is possible

NULL_BITHAP VARIAELE COLUMNS

tosonEnil?7Z Starf
tell DriveVisadSl
16883840382300V. 0
Y.lica.no.,.6.2
) pORPAE % T X 4 TN < B
Fraussmsas SaT et

00t++++++t.V.C.2.3.3.2.

Start of column

Kevvie Fowler: SQLServer Forensic Analysis
Antje Raab-Dusterh6ft, DFRWS-EU, “Woman in Forensic Comuting“, Bonn, 20.3.2023
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Postgres internal structure

Client Server

| Individual Memory Shared Memory (per instance)

maintenance_work_mem (per connection)

shared_buffers (heap and index)
work_mem (per query operation)

WVY

autovacuum_work_mem (per worker process) wal_buffers (WAL records)

temp_buffer (per connection) 1
5. v
14 1> | Postmaster WAL Writer
‘ L
(e ? | Creates backend processes 5 ;
" \Q L%) | Checkpoin (@)
i - Record @)
] Backend processes (one per connection) _lJ | m
Checkpointer w
& Y m
i Autovacuum JJ Skists Colbsctor Background Writer o
Read heap and index WAL Archiver
Logger pages and transfer
them to shared_buffers / \
l v
—
Log WAL Archived -
textlmes binary records, WAL M
sequential sequential wn

_ o Peuride
Antje Raab-Diisterhih IDHARE EG Syikimedia oraiw/ipdex;phn gurid=112231 5410
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Postgres - Internal layout of a WAL segment file

16 (Mbyte)
AN
/ —~
8 E.Z[&/te] 8192 (byte])
XLOG record [XLOG record | XLOG record XLOG record
XLogLongPagéHeaderDatg,..--""""” XLogPageH'eaderData

XLogRecord XLOG record data

\ AN /
Y VY . .
Header Data https://www.interdb.jp/pg/pgsql09.html
~ typedef struct XLogRecord !
uint32 x1_tot_len; /* total len of entire record x/
TransactionId x1_xid; /*x xact id x/
uint32 x1_1len; /x total len of rmgr data *x/
uint8 x1l_info; /x flag bits, see below x/
RmgrId x1_rmid; /* resource manager for this record */
/*x 2 bytes of padding here, initialize to zero */
XLogRecPtr xl_prev; /*x ptr to previous record in log */
) . . pg_crc32 xl_crc; /* CRC for this record x/
Antje Raab-Dusterhoft 1 xjogRecord;




Introduction into Database Forensics — Issues to be solved 30

4. Artifact Analysis: Tools for the interpretation of logs
Oracle: LOG File from the LOG-MINER

Iasiangsl] o= s eSS
+@5 PEB-BA G Keaw & locahost_sy
| Verbindungen Arbeitsblatt | Query Builder
63 locahost_5v5 ——
& Datenbankkonfiguration selec
5 (@ Deterbanistatis FROM ¥§50L]
&[5} Data Pump
&, Optimierung
& [ Performance Fs 3
2 (5 RMAN-Backup/-Recovery [ Abfrageergebris *
| i Resource Manager _
& ([ Scheduler o 3 0 [ 50 | 502eden sbgensfen in 0,336 Sekunden
i { sau_Text
1 select /*+ no_parallel index (v, "WiV_FLOW_STEP_ITEM HELP_IDX") dbms_stats cursor_sharing_exact use_weak name_res
2 /* S0L Analyze(l) */ select /*+ full(t) no_parallel(t) no_parallel index(t) dbmsz_stats cursor_sharing_sxact us
3 SELECT PARTITION _NAME FROM 5YS.ALL_TAB_PARTITIONS WHEFE TABLE OWNER = :3CHEMA AND TAELE NAME = :
4 select /*+ no_parallel_index(t, "I_PROFNAME") dbms_stats cursor_sharing_exact use_weak_name_resl dynamic_samplin
S delete from WRH¢ _ENQUEUE_STAT vab where (:beg snap <= tab.snap id and tab.snap id <= :end snap and

& select substrb(dump(val,l6,0,32),1,120) ep, cnt from (select /*+ no_expand_table(t) index_rs(t) no_parallel(t) n
7 /% 30L Analyze(l) */ select /*+ full(t) no_parallel(t) no_parallel index(t) dbms_stats cursor_sharing exact us

8 select /*+ no_parallel_index(t, "SY514942 XDBsACL_XI_PIKEY IX") dbms_stats cursor_sharing_exact use_weak_name_re
(£8 Temporare T 9 delete from wiewtrcol§ where objg=:l

10 SELECT NVL(MAX({SNAP_ID),0) FROM 3Y3.WRH§_SEG_STAT
11 insert into wrhé_filemetric_history {snap_id, dbid, instance_number, fileid, creationtime, begin_tin
12 insert invo wrhé_filemetric_history (snap_id, dbid, instance_number, fileid, creationtime, begin_tim
13 select value from database compatible_ level v where w.value like '12.2%' or v.walue like "13%'
14 select value from database compatible_level v where w.value like '12.2%' or w.value like '13%°
15 /* 3SQL Analyze(l) */ select /*+ full(t) no_parallel(t]) no_parallel index(t) dbms_sctats cursor_sharing_exact us
16 select streams pool_size_for_estimate s, streams_pool_size_factor * 100 £, estd_spill_time + e
17 delete from dependency$ where d_obj#=:l
18 delete from dependency$ where d_cbj#=:l
19 delete from dependencyt where d_cbj#=:l
20 delete from dependencys where d_ocbis=:l
21 delete from WRH§_TABLESPACE tab where (:beg_snap <= tab.snap_id and tab.snap_id <= :end_snap and d
?? imdare WOTE SCH WATRE  esar mactar = tmac  whare schadoule 34 = +4d and racrar Andew = s dw

Mml e | m [ﬂ:?r-wmmﬂr |E]Hnnn-mhr |ar~mhwmm- |ﬂ" \ithat Ts the Radn i n | Pacton DE”a L /s 16:31

Antje Raab-Dusterh6ft, DFRWS-EU, “Woman in Forensic Comuting“, Bonn, 20.3.2023
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4. Artefact Analysis: Physical Artifacts - Data

ANSI-SPARC
Architecture
Users for Databases
external level
(View) multiple user's views |
conceptual level | Community view of DB | Table
(Schema) | | Structures
| Physical répresentation \ Index Structures
internal level l
(Schema)

E Database Data Files
' (Physical level) Y

The ANSI-SPARC three-level architecture (Wikipedia)
Antje Raab-Dusterh6ft, DFRWS-EU, “Woman in Forensic Comuting“, Bonn, 20.3.2023
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4. Artefact Analysis: Data files (Postgres)

o o pgAdmin 4

Ta b I e Stru Ctu reS Browser § B % Q[>-/s EBpublicKunden/.. & postgres/postgres@PostgreSQL12* < > X

v & servers (3) 8| ® 0V & Q VI K YVE O Y|
=4
> PostgreSQL 10 No limit v B PV B Y = 5 & & B

I n d eX Stru Ctu reS > B S Data Output  Explain  Messages Notifications

v @} PostgresqL 12

v = Databases (1) data_directory a
A text

]

y v = postgres
I ol 1 /Library/PostgreSQL/11/data

> |&%) Casts

> % Catalogs

> [ Event Triggers

> T Extensions

> = Foreign Data Wrappers Query Editor  Query History
> Languages
> & Publications

P t " v % Schemas (4)
osigres. ol

> < fussball

> & geheimdienst

1 SHOW DATA_DIRECTORY]

« Data directory: Ivar/lib/pgsql/data

« Each PSQL database table is a separate file with a default file
extension of . mkd.

* Different index structures:
B-tree, Hash, GiST, SP-GIST, GIN, BRIN, the extension bloom

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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4. Artefact Analysis: Data files (Postgres)

pgAdmin 4

B-tree

10

4

)

6

33

S B w Qi

Browser

> B8
> B8
> B8
> B8
> B8
> B8

8
v E

ole_usage_grants
routine_privileges
routines
schemata

sequences

£ sql_features

sql_implementation_info
sql_languages
sql_packages

sql_parts

sql_sizing
sql_sizing_profiles
table_constraints
table_privileges

tables

v B Columns (12)

13

19

/

> B8
> B8

11

12

f commit_action
is_insertable_into
is_typed
reference_generation

self_referencing_column_name

@ on o» o @

table_catalog
table_name

table_schema

table_type
user_defined_type_catalog
user_defined_type_name

D op o o @

@

user_defined_type_schema
transforms

triggered_update_columns

B8 public.Kunden/...

Nolimit v

Data Output

table_catalog
4 character varying

1 postgres
postgres
postgres
postgres

postgres

2
3
4
5
6  postgres
7 postgres
8  postgres
9 postgres

10 postgres

Query Editor

&8 AN (information_schema).tables/postgres < > P

vijgl|Qv|[@®|vI&| E|@v| T v

LB RAEE vie | s |ev|i| B

Explain  Messages Notifications

a table_schema a table_name a table_

character varying character varying chara
public professoren BA
public assistenten BA
public vorlesungen BA
public studenten BA
public hoeren BA
public voraussetzen BA
public pruefen BA
geheimdienst agenten BA
geheimdienst decknamen BA
geheimdienst einsaetze BA

Query History

R( formatior

14

15

16

18

Index information in the information scheme of the db

Antje Raab-Dusterhott, DFRWS-EU, "WWoman in Forensic Comuting”, Bonn, 20.3.2023
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4. Artifact Analysis: Query plan (Postgres

L BN pgAdmin 4

E)Admin -
Browser S B w Q, >_ Dashboard Properties SQL Statistics Dependencies Dependents & postgres/postgre € > %S
v B servers 3) s =@y s /Qv #ve @ @Zv Y v Noimt v B PV

> & PostgreSQL 10
> & PostgresqlL 11
v &} PostgresaQL 12

v = Databases (1) QUERY PLAN .
4 text

@BV % s ov i

Data Output  Explain Messages Notifications

v = postgres

-

Hash Join (cost=51.50.,96.03 rows=2260 width=156) (actual time=0.048..0.056 rows=13 loops=1)

> |&¥) Casts
& 2 [..]Hash Cond: (h.vorlnr = v.vorinr)
> % cCatalogs
) 3 [.]-> Hash Join (cost=25.98..64.54 rows=2260 width=82) (actual time=0.018..0.022 rows=13 loops=1)
> () Event Triggers
: 4  [..]Hash Cond: (h.matrnr = s.matrnr)

> 5% Extensions

- : 5§ [..]-> Seq Scan on hoeren h (cost=0.00..32.60 rows=2260 width=8) (actual time=0.005..0.006 rows=13 loops=1)
> = Foreign Data Wrappers

’ 6 [.]-> Hash (cost=17.10..17.10 rows=710 width=82) (actual time=0.008..0.008 rows=8 loops=1)
> ©J Languages
3 Q\ Publications 7 [..] Buckets: 1024 Batches: 1 Memory Usage: 9kB
v 9 Schemas (4) 8 [.]-> Seq Scan on studenten s (cost=0.00..17.10 rows=710 width=82) (actual time=0.005..0.006 rows=8 loops=1)

> & fahrrad 9 [..]-> Hash (cost=16.90..16.90 rows=690 width=82) (actual time=0.024..0.024 rows=10 loops=1)

L ]

> & fussball 10 [..]Buckets: 1024 Batches: 1 Memory Usage: 9kB e a rgh I ng e eS

> <& geheimdienst 11 [..]-> Seq Scan on vorlesungen v (cost=0.00..16.90 rows=690 width=8§ac ual ime=0.078..0.020 rows=10Toop! =1x

v & public 12 Planning Time: 1.582 ms

> Aggregates 13 Execution Time: 0.104 ms

> &1 Collations

> & Domains Query Editor  Query History

> [ FTS Configurations
[l FTS Dictionaries

1 explain analyze select s.Name, v.Titel
> 2 from Studenten s, hoeren h, Vorlesungen v
> Aa FTS Parsers 3 where s. MatrNr = h. MatrNr and
> FTS Templates 4 h.VorINr = v.VorlNr;
> [E Foreign Tables
> () Functions
> [ Materialized Views

n

An e e SRS v
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Conclusion: Strategy for a forensic database analysis

1. Preparation
« Defining or dentifiying the scope/ infrastructure
« ldentifiying DBMS, version, configuration, instances, ...
« Classification of the database model
* Preparing forensic scripts and a forensic maschine

2. Incident verification
 First data collection from the database
« Using infrastructure information
« Confirm the breach or incident
« Decision about shut-down/ sperating the database server

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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Conclusion: Strategy for a forensic database analysis

3. Artifact collection
« Collecting volatile and non-volatile database artitacts

 Bit-to-bit image of the database data, query files, query
output,..

« Collecting data from the infrastructure

4. Artifact analysis
« Decision of the analysis methods
 Overview of the database use logical artifacts
« Analyse logical artifacts
« Analyse physical artifacts

5. Reporting

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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Conclusion: Issues to be solved

1. Different Database systems
Relational:
Different versions, configurations, ...
Frequent updates
Different internals and file structures
NoSQL (and others):
No/ few forensic strategies in general
Very different structure of the data systems
No/ few management functions
(probably easy) forensic examination of data files
2. Need of tools for data interpretation (logs, structures, internals)

Antje Raab-Dusterhoft, DFRWS-EU, “Woman in Forensic Comuting®, Bonn, 20.3.2023
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Thank you for your attention!

Antje Raab-Dusterh6ft, DFRWS-EU, “Woman in Forensic Comuting“, Bonn, 20.3.2023
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