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Database Forensics...
• subfield of digital forensics
• deals with forensic examination of databases

• structured collections of data
• allows efficient storage, retrieval and manipulation of

information
• controlled by database management systems (DBMS)

Databases....
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Why Databases are critical assets?
• Databases contains important information
• Database servers now store a greater volume of sensitive 

data than ever before
• Database security breaches are everywhere and also used in 

the context of various attacks
• Use of credit cards
• Use of medical personal data
• Use of industrial data 
• …

• Insider attacks: persons can manipulate data for their own 
purposes 

à Databases are “interesting sources” 
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The Road to Database Forensics...

1. Goals 
2. Preparation of database forensic investigation

• Scenarios
• Kinds of DBMS & Database models

3. Incident verification & Artefact collection
4. Artifact analysis

• Overview of database artifacts
• Physical and logical database artifacts
• Tools

5. Conclusion – Issues to be solved
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1. Goals 

• Prove or disprove an occurance of a data security breach
• Determine the scope of a database intrution
• Retrace user operations (SQL operations)
• Identifiy data pre- and post-transactions
• Recover previously manipulated or deleted data
• ...

Kevvie Fowler: SQLServer Forensic Analysis, p.60

Investigation
Preparedness

Incident
Verification

Artifact
Collection

Artifact
Analysis

Kevvie Fowler: SQLServer Forensic Analysis, p.49
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2. Preparation:
Scenario 1 Scenario 2

Kevvie Fowler: SQLServer Forensic Analysis, p.53

Wikipedia

Scenario 3
Cloud system
(new)
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Scenario 2: Example SQL Injection

• Webserver-Log
• Error Log
• Page-File
• Memory
• ...

• Application Logs
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2. Preparation: Database Management Systems (RDMS)

http://www.db-engines.com (March 2023)
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Relational NoSQL Others
(deductive, 
object oriented, 
...)

Data model Structured (table) Free/ differnet Free/ different

Audit/ Log 
Mechanismen

many (some
standardized, 
some differnent)

some/ few ?

Storage storage
management,
Some differences

file-based ?

Standard SQL no/ own ?
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2. Preparation: Strategy

1. Defining or identifiying the scope/ infrastructure
2. Identifiying DBMS, version, configuration, instances, ...
3. Classification of the database model

Kevvie Fowler: SQLServer Forensic
Analysis, Appendix B, p. 439ff

Datenbankforensik 

 
59 

4.3 Datenbanken identifizieren 
In Kapitel 4.1 wurde erwähnt, dass dem Betreiber eines Systems nicht immer bewusst ist, dass 
ein Datenbanksystem ein Bestandteil seines Systems ist. Hier wurde das Beispiel WinCC von 
Siemens eingeführt, welches eine SCADA-Anwendung aus der Industrieautomatisierung dar-
stellt. Der Autor machte hier die Erfahrung, dass häufig eine Datenbank eine wichtige Kern-
komponente darstellt, die dem Betreiber nicht bekannt ist. Das Wissen um die Existenz eines 
Datenbanksystems ist für die Auswahl der Vorgehensweise der forensischen Untersuchung 
unter Umständen entscheidend.  

SQL Server Instanzen  
SQL Server unterstützt seit SQL Server 2000 die Verwendung mehrerer unabhängiger Installa-
tionen des Produktes – Instanzen genannt. Jede Instanz verwendet eigene Kommunikations-
protokolle für die Verbindungsherstellung (z.B. TCP, Pipe, Shared Memory), sowie eigene SQL 
Logins.  

 
Abbildung 30 -  Mehrere Instanzen von SQL Server auf dem selben Computer57 

Es gilt zu unterscheiden, ob es sich um eine Standardinstanz (Default Instance) oder eine be-
nannte Instanz (Named Instance) handelt. Die Default Instance kann ohne Angabe weiterer 
Verbindungsparameter über den entsprechenden SQL Server Port (TCP 1433) erreicht wer-
den, z.B. „\\HOSTNAME\pipe\sql\query“. 

Eine benannte Instanz benötigt immer die Angabe des Instanz-Namen für die Verbindungs-
herstellung und wird an einen dynamischen Port gebunden. Bei der Verbindungsherstellung 
wird der SQL Browser abgefragt (UDP 1434), welcher anschließend die Verbindung an die be-
nannte Instanz weitergibt, z.B. „\\HOSTNAME\pipe\MSSQL$INSTANCE\sql\query“. 

Der SQL-Browser lässt eine Auflistung der installierten Datenbankinstanzen zu, die durch viele 
Tools genutzt wird, um vorhandene Instanzen darzustellen. Der SQL-Browser ist keine Anfor-
derung für den Betrieb einer benannten Instanz. Eine Auflistung der Instanzen erfolgt über die 
Verbindungsanfrage auf TCP-Ebene. 

                                                        
57 Abbildung stammt aus Quelle [61 S. 14] 

?
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4. Configure a forensic workstation for the database system

• Use forensic software
• Use/ create/ integrate forensic scripts

• for live aquisistion/ automated live forensic
• for memory aquisistion (volatile data)  
• (first) artifact collection

2. Preparation: Strategy
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2. Preparation: Database Artifacts
Database artifacts refer to the objects that are created in 

a database system as part of structure and 
functionality. 

Physical artifacts:
• the actual files that are created on the storage medium when a 

database is created
• data files, log files, backup files, system information, …

Logical artifacts: 
• the database objects that are created and managed within the 

database
• Scheme, tables, views, indexes, stored procedures, triggers, 

constraints, …

12
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2. Preparation: Forensic database scripts
• for live aquisistion/ automated live forensics
• for memory aquisistion (volatile data)  

• Caches (data, plan, ...)
• Databases
• SQL statements
• Connections
• Transaction log
• Users
• ...

• DBObjects
• Configurations
• Jobs
• TimeConfigs
• Triggers
• Sessions
• ...

e.g. SQL Server: SELECT * FROM sys.configurations
SQL Server: SELECT * FROM sys.dm_exec_cached_plans cross apply

sys.dm_exec_sql_text(plan_handle)

Postgres: SELECT current_user

Oracle: SELECT owner,table_name,column_name,data_type
FROM dba_tab_columns
WHERE data_type='DATE' or data_type like 'TIMESTAMP%'; 
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Datenbankforensik  
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Abbildung 31 - Auflistung von SQL-Server-Instanzen durch SQLCMD 

 

Abbildung 32 - Auflistung von SQL-Server-Instanzen durch SSMS 

Um auch ohne SQL-Browser einen vollständigen Überblick über alle Instanzen zu bekommen, 

kann der SQL-Server-Konfigurationsmanager, welcher bei Installation fest in der Computer-

verwaltung integriert ist, genutzt werden. Über dieses Tool werden auch die Kommunikati-

onsprotokolle und Diensteinstellungen festgelegt. 

 

Abbildung 33 - Auflistung der SQL-Server-Instanzen durch SSKM 

Weitere Möglichkeiten bietet das Auslesen der Registrierung. Der Pfad unter SQL Server lautet 

„HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server\Instance Names\SQL“. Zusätz-

lich wird der Hostname benötigt. Alternativ verwendet man „localhost“ oder „.“, sollte man 

sich direkt auf der Maschine befinden. 

Datenbankforensik  
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Abbildung 32 - Auflistung von SQL-Server-Instanzen durch SSMS 

Um auch ohne SQL-Browser einen vollständigen Überblick über alle Instanzen zu bekommen, 

kann der SQL-Server-Konfigurationsmanager, welcher bei Installation fest in der Computer-

verwaltung integriert ist, genutzt werden. Über dieses Tool werden auch die Kommunikati-

onsprotokolle und Diensteinstellungen festgelegt. 

 

Abbildung 33 - Auflistung der SQL-Server-Instanzen durch SSKM 

Weitere Möglichkeiten bietet das Auslesen der Registrierung. Der Pfad unter SQL Server lautet 

„HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server\Instance Names\SQL“. Zusätz-

lich wird der Hostname benötigt. Alternativ verwendet man „localhost“ oder „.“, sollte man 

sich direkt auf der Maschine befinden. 

2. Preparation: Forensic database scripts
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3. Incident Verification + Artifact Collection
Identifiying first signs of breaches
• Server problems, server traffic
• Network traffic
• An (unauthorized) modification of data
• Compare checksums of database source code
• Confirm the breach/ incident
• Made a decision about shut-down/ seperate the database server

First collection of forensic data (forensically usable) 
• Collecting volatile and non-volatile artitacts
• Bit-to-bit image of the database data, query files, query output,..  
• Collecting data from the infrastructure

15
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3. Incident Verification + Artifact Collection
General rules for collecting database artifacts:

1. Do not use system libraries, they might be compromised
2. Do not execute DDL/DML statements to avoid changes to data
3. Do not create SQL Server logins, database users or objects
4. Restrict the use of temporary tables and variables in order not to

overwrite existing information in the SQL Server buffer
5. Do not modify existing corrections or database objects
6. Do not execute untested statements, errors will be logged and 

may change the event log 

16
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3. Artifact Collection: Starting point
Results of collecting database artifacts
Decision of analysing methods: 
1. Actual database
2. Images, that can be used for starting the DBMS with databases
3. Parts of the databases (data), that can be integrated into a virtual 

environment with the according DBMS

Further data from the short artifact analysis
• Incident SQL queries, that were found
• Data, that was queried or modified
• Application Logs/ Web Server Log with IP Adresses (connections to

the servers)
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• DBMS specific

• Artifacts are
• Logical
• Physical

• Volatile
• Non-volatil

• Resident
• Non-resident 

Microsoft (MS) SQL Server auswertbare Datenbank-Artefakte

Hochschule Wismar \ Fakultät für Ingenieurwissenschaften \ Bereich IT-Sicherheit und Forensik 

Quelle: Fowler, Kevvie, SQL Server Forensic Analysis, 2009, S.65.
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• K. Fowler untersuchte Microsoft SQL Server Vers. 2000, 
2005 und 2008 auf forensisch relevante Server Artefakte

• Begriff nach K. Fowler: (Quelle: SQL Server Forensic Analysis, 2009, S. 63f.)

− Sammlungen von zusammengehörigen MS SQL 
Server-Daten

− MS SQL Server-Operationen hinterlassen einen 
Fußabdruck bzw. Spuren in Form von Artefakten

− residente und nicht-residente MS SQL Server-
Artefakte 

„The content of this book is based on SQL Server documentation, industry-recognized
forensically sound principles, and independent research. The primary goal of this book is to
provide “real-world” database forensic techniques that can be used to investigate intrusions on
SQL Server 2000, 2005, and 2008 installations with default configurations.
That being said, SQL Server is a robust relational database management system (RDBMS), and it
boasts a multitude of options and configuration settings. The information within this book has
been tested and will support default SQL Server configurations as well as most nonstandard
configurations. It is possible, however, that some customized SQL Server configurations may
produce slightly different results. … SQL Server is one of the most widely used RDBMSs on the
market today. Despite its current popularity, however, it did not start out as an industry
favorite. The first version of SQL Server was jointly developed by Microsoft and Sybase and was
OS/2 platform dependent. This version of SQL Server was released in 1988 into a database
market that was largely dominated by dBASE III, which held a 63% market share at the time.
When Microsoft began working on its own operating system (Windows NT), it
wanted SQL Server to utilize the features of the new Windows operating system as opposed to
OS/2.“
Quelle: Fowler, Kevvie, SQL Server Forensic Analysis, 2009, S. xv und S.17.
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That being said, SQL Server is a robust relational database management system (RDBMS), and it
boasts a multitude of options and configuration settings. The information within this book has
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configurations. It is possible, however, that some customized SQL Server configurations may
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market today. Despite its current popularity, however, it did not start out as an industry
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wanted SQL Server to utilize the features of the new Windows operating system as opposed to
OS/2.“
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3. Artifact Collection: Overview
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4. Artifact Analysis: Logical Artifacts

Starting point: e.g. Incident SQL queries in Web Server Log

First:   Get an overview of the logical artifacts
• Which database ist involved?
• Which data are stored in this database?
• Which users were active?
• Which rights does a special user have? 
• Which queries were executed?
• ...
à SQL-Queries for analysis
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4. Artifact Analysis: Database structure

Information
Schema:
All information
about the database

General Catalogs:
Information 
about the dbms

à Scope: what the attacker might have done
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4. Artifact Analysis: 
Database functions,
user, logs, trigger, ...
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4. Artifact Analysis: Visualization of the db structure
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4. Artifact Analysis: Physical Artifacts

Logs: must be enabled before an incident (!)
• SQL Logs
• Error Logs
• Transaction logs/ Write Ahead Logs (WAL)
• Special Query logs

Transaction logs (used for roll-back and recover databases)...
• Specific for DBMS 
• Detailed information about SQL operation and data

• Insert/ update/ delete data, create structure/ functions, user, 
...

• Interpretation tools only partially available
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MS SQL Server: Transaction Log
Inside the transaction log:
1. CurrentLSN
2. Operation
3. Context
4. Transaction ID
5. Tag Bits
6. Log Record Fixed Length
7. Log Record Length
8. PreviousLSN
9. Flag Bits
10.  Log Reserve
11. AllocUnitID
12. AllocUnitName
13. Page ID
14. Slot ID
15. Previous Page LSN
16. PartionID
17. RowFlags
18. Num Elements
19. Offset in Row
20. Checkpoint Begin
21. CHKPT Begin DB Version
22. MaxXDESID
23. Num Transactions
24. Checkpoint End

25. CHKPT End DB Version
26. Minimum LSN
27. Dirty Pages
28. Oldest Replicated Begin LSN
29. Next Replicated End LSN
30. Last Distributed End LSN

31. Server UID
32. UID
33. SPID
34. BeginLog Status
35. Xact Type
36. Begin Time
37. Transaction Name
38. Transaction SID
39. End Time
40. Transaction Begin
41. Replicated Records

42. Oldest Active LSN
43. Server Name
44. Database Name
45. Mark Name
46. Master XDESID
47. Master DBID
48. PrepLogBegin LSN
49. PrepareTime
50. Virtual Clock
51. Previous Savepoint

50. Savepoint Name
51. Rowbits First Bit
52. Rowbits Bit Count
53. Rowbits Bit Value
54. Number of Locks
55. Lock Information
56. LSN Before Writes

57. Pages Written
58. Data Pages Delta
59. Reserved Pages Delta
60. Used Pages Delta
61. Data Rows Delta
62. Command Type
63. Publication ID
64. Article ID
65. Partial Status
66. Command
67. Byte Offset

68. New Value
69. Old Value
70. New Split Page
71. Rows Deleted
72. Bytes Freed
73. CI Table ID
74. CI Index ID
75. FIlegroup ID

76. Meta Status
77. File Status
78. File ID
79. Physical Name
80. Logical Name
81. Format LSN

82. RowsetID
83. TextPtr
84. Column Offset
85. Flags
86. Text Size
87. Offset
88. Old Size
89. New Size
90. Description
91. Bulk allocated extent count
92. Bulk rowinsertID

93. Bulk allocationunitID
94. Bulk allocation first IAM Page ID
95. Bulk allocated extent ids
96. RowLog Contents 0
97. RowLog Contents 1
98. RowLog Contents 2
99. RowLog Contents 3
100. Rowlog Contents 4
101. Log Record

What people are saying about the transaction log: “Although you might assume that reading the 
transaction log directly would be interesting or even useful, it’s just too much information.”

Inside SQL Server 2005: The Storage Engine,  Microsoft Press, 2006

Kevvie Fowler: SQLServer Forensic Analysis
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MS SQL Server: Transaction Log 

Marks the beginning of a 
transaction

Marks the end of a 
transaction

Type of transaction 
performed

Unique transaction 
identifier

Data page identifier for row 
containing the updated 
record

On data page row 
location of record 

In row data offset of 
modification

Kevvie Fowler: SQLServer Forensic Analysis
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Kevvie Fowler: SQLServer Forensic Analysis

MS SQL Server: Transaction Log –Recovering
SQL is possible 
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Postgres internal structure

https://commons.wikimedia.org/w/index.php?curid=112231040

28



Introduction into Database Forensics – Issues to be solved

Antje Raab-Düsterhöft, DFRWS-EU, “Woman in Forensic Comuting“, Bonn, 20.3.2023

Postgres - Internal layout of a WAL segment file

https://www.interdb.jp/pg/pgsql09.html

9.4.1. Header Portion of XLOG Record

An XLOG record comprises the general header portion and each associated data portion. The first subsection describes the header
structure; the remaining two subsections explain the structure of data portion in version 9.4 or earlier and in version 9.5, respectively.
(The data format has changed in version 9.5.)

All XLOG records have a general header portion defined by the structure XLogRecord. Here, the structure of 9.4 and earlier versions
is shown in the following, though it is changed in version 9.5.

typedef struct XLogRecord
{
   uint32          xl_tot_len; /* total len of entire record */

TransactionId   xl_xid; /* xact id */
   uint32          xl_len; /* total len of rmgr data */
   uint8           xl_info; /* flag bits, see below */

RmgrId          xl_rmid; /* resource manager for this record */
/* 2 bytes of padding here, initialize to zero */
XLogRecPtr      xl_prev; /* ptr to previous record in log */

   pg_crc32        xl_crc; /* CRC for this record */
} XLogRecord;

Apart from two variables, most of the variables would be so obvious that no need for description.

Both xl_rmid and xl_info are variables related to resource managers, which are collections of operations associated with the WAL
feature such as writing and replaying of XLOG records. The number of resource managers tends to increase with each PostgreSQL
version, Version 10 contains the following them:

Operation Resource manager

Heap tuple operations RM_HEAP, RM_HEAP2

Index operations RM_BTREE, RM_HASH, RM_GIN, RM_GIST, RM_SPGIST, RM_BRIN

Sequence operations RM_SEQ

Transaction operations RM_XACT, RM_MULTIXACT, RM_CLOG, RM_XLOG, RM_COMMIT_TS

Tablespace operations RM_SMGR, RM_DBASE, RM_TBLSPC, RM_RELMAP

replication and hot standby operations RM_STANDBY, RM_REPLORIGIN, RM_GENERIC_ID, RM_LOGICALMSG_ID

Here are some representative examples how resource managers work in the following:

!"If INSERT statement is issued, the header variables xl_rmid and xl_info of its XLOG record are set to 'RM_HEAP' and
'XLOG_HEAP_INSERT' respectively. When recovering the database cluster, the RM_HEAP's function heap_xlog_insert()
selected according to the xl_info replays this XLOG record.

!"Though it is similar for UPDATE statement, the header variable xl_info of the XLOG record is set to 'XLOG_HEAP_UPDATE',
and the RM_HEAP's function heap_xlog_update() replays its record when the database recovers.

!"When a transaction commits, the header variables xl_rmid and xl_info of its XLOG record are set to 'RM_XACT' and to
'XLOG_XACT_COMMIT' respectively. When recovering the database cluster, the function xact_redo_commit() replays this
record.

In version 9.5 or later, one variable (xl_len) has been removed the structure XLogRecord to refine the XLOG record format, which
reduced the size by a few bytes.

Introduction Table of Contents Copyright

The Internals of PostgreSQL : Chapter 9 Write Ahead Logging — WAL https://www.interdb.jp/pg/pgsql09.html
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4. Artifact Analysis: Tools for the interpretation of logs
Oracle:  LOG File from the LOG-MINER 
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4. Artefact Analysis:    Physical Artifacts - Data 

The ANSI-SPARC three-level architecture (Wikipedia)

Table
Structures

Data Files 

Index Structures
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4. Artefact Analysis: Data files (Postgres) 

Table Structures

Data Files
Index structures

Postgres: 

• Data directory: /var/lib/pgsql/data
• Each PSQL database table is a separate file with a default file

extension of . mkd.

• Different index structures:
B-tree, Hash, GiST, SP-GiST, GIN, BRIN, the extension bloom
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B-tree

4. Artefact Analysis: Data files (Postgres) 
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Index information in the information scheme of the db
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4. Artifact Analysis: Query plan (Postgres)

34

search indexes
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Conclusion: Strategy for a forensic database analysis
1. Preparation

• Defining or dentifiying the scope/ infrastructure
• Identifiying DBMS, version, configuration, instances, ...
• Classification of the database model
• Preparing forensic scripts and a forensic maschine

2. Incident verification
• First data collection from the database
• Using infrastructure information
• Confirm the breach or incident
• Decision about shut-down/ sperating the database server
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Conclusion: Strategy for a forensic database analysis

3. Artifact collection
• Collecting volatile and non-volatile database artitacts
• Bit-to-bit image of the database data, query files, query

output,..  
• Collecting data from the infrastructure

4. Artifact analysis
• Decision of the analysis methods
• Overview of the database use logical artifacts
• Analyse logical artifacts
• Analyse physical artifacts

5. Reporting 
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Conclusion: Issues to be solved

1. Different Database systems
• Relational: 

• Different versions, configurations, ...
• Frequent updates
• Different internals and file structures

• NoSQL (and others): 
• No/ few forensic strategies in general
• Very different structure of the data systems
• No/ few management functions
• (probably easy) forensic examination of data files

2. Need of tools for data interpretation (logs, structures, internals)
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Thank you for your attention!  
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